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 People

It is important that an organization considers the security controls it has in place to protect its security 
posture that relates to its staff and, more importantly, how these controls apply/differ when working in 
a potentially different working environment.

 Ensure all staff have read and confirmed their understanding of the Acceptable Use Policy and 
Remote Working Policy to demonstrate awareness of their obligations when using organizational IT 
equipment, both in and out of the office. 

 Re-emphasize that only authorized users should be permitted to use organization owned 
equipment or access corporate resources. Unauthorized users such as friends, family, or children 
shall not be permitted access at any time.

 Remind staff that their online activity may be monitored and that they should only browse work-
related websites as defined within the Acceptable Use Policy.

 Re-communicate the password policy to all staff and remind staff that passwords should not 
be written down or shared, whether physically or electronically (e.g. via text message or emails). 
Further, remind staff that passwords should not be reused across multiple accounts (including 
private and corporate accounts) and remind personnel of any tools that are in use to support, such 
as password managers. 

 Provide staff with simple, digestible security guidelines for their personal/home IT equipment, such 
as changing the default router password, performing updates on relevant software and operating 
systems, and ensuring that all devices are fully updated.

 Ensure staff have received appropriate cybersecurity training and awareness content, sending 
engaging content (periodically), wherever possible.

 Ensure staff remains vigilant and alert to phishing and social engineering attacks and that a clear 
reporting process is in place.

 Remind staff of their responsibility to admit to any mistakes, such as clicking on a suspicious link 
or downloading a potentially malicious file, and who/how to report this.

 Remind staff that hackers will be more active during this period and to not provide any information 
to unauthorized or unvalidated persons (e.g. masquerading as NHS/Government officials 
contacting about Covid-19, masquerading as Microsoft/Apple/IT Support, etc.)

 Remind staff to maintain good security habits even when working at home, such as locking the 
computer when stepping away for any reason (e.g. to make lunch, put the kettle on, answer the 
door, etc.)
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 Conduct more comprehensive awareness sessions with highly privileged or highly senior staff 
members due to their increased level of risk and desirability for threat actors.

 Provide staff with a list of authorized software and remind them not to download apps from 
untrusted sources. Remind staff to request authorization for any software that is not included on 
the preapproved list of authorized software.

 Remind staff to shut down their computers at the end of each working day to ensure that critical 
updates can be deployed to their machines.

 Ensure staff are aware of any regulatory requirements (e.g., GDPR/DPA 2018) and do not print or 
hold physical copies of regulated data, such as personal information.

 Remind staff that any confidential, regulated or sensitive information should be treated as 
it would in an office and disposed of appropriately (e.g., cross-cut shredding of any paper 
documents)

 Ensure staff are aware of any collaboration or cloud tools that are available to them (e.g., cloud 
services, SharePoint, OneDrive, etc.) and discourage/prevent the use of unapproved removable 
media devices (e.g., USB drives, CDs, etc.)

 Remind staff to regularly back up files and documents to relevant shared workspaces (e.g. shared 
drives, cloud services, SharePoint, etc.)

 Ensure staff are aware of any encrypted or otherwise secured messaging or sharing platforms and 
that they are used when sharing sensitive files or information.

 IT staff should be reminded of their responsibilities as privileged users, and that only admin tasks 
should be conducted from these privileged accounts. Admins should use their usual accounts for 
all non-admin tasks (e.g., email or browsing the web.)
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 Processes

When moving to a prolonged period of remote working, business processes are likely to need adaption 
to maintain business operations. Internal processes can be hard to operate with a geographically, 
diverse workforce. Therefore, it is important for organizations to assess required changes.

 Appropriate workaround procedures should be implemented for all processes requiring wet-ink 
signatures, such as using digital signatures.

 Key staff that are part of the Incident Response, Business Continuity, Disaster Recovery, and Crisis 
Management teams should be aware of their responsibilities, available as required and have the 
relevant tools and capabilities to perform their role successfully while working remotely. This includes 
utilizing multiple communications platforms and storing physical copies of the relevant documents 
in a safe and secure place in their remote working location.

 Ensure IT staff continue to follow change control processes, performing regular reviews of logged 
changes.

 Ensure change advisory boards continue to meet virtually through collaboration tools, and that 
existing processes continue to be adhered to.

 Develop an emergency change procedure and ensure these changes are logged and reviewed.

 Create an exception register for activities that do not need to follow typical change control 
processes, ensure these changes are logged against the exception, and reviewed regularly.

 Ensure logging and monitoring processes are conducted vigilantly. There may be a high volume of 
anomalous activity due to staff working at home.

 Consider adjusting any existing baseline of expected activity to cater for remote connections.

 Consider implementing additional monitoring on user endpoints.

 Conduct access reviews to ensure that permissions are appropriate for each account.

 If possible, implement additional identity verification for helpdesk / IT support requests, especially 
for password resets. 

 Ensure an approval process is implemented for recording staff conference calls, and an appropriate 
business reason is made for the recording of these calls.

 Develop or remind staff of the existence of incident reporting processes, such as for data breaches 
(e.g., emailing the wrong person), phishing, malware, viruses, account lockout, etc.
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 Develop appropriate processes or playbooks for responding to different incident types (e.g., data 
breaches, phishing, malware, ransomware, compromised credentials, etc.)

 Ensure key response staff contact details are available to the relevant staff in case of an emergency or 
IT failure.

 Ensure that IT asset inventories are maintained and updated, especially with joiners’ or leavers’ 
devices.

 Utilize a courier service with recorded and tracked deliveries for the issue and return of any 
organizational IT equipment or physical copies of sensitive information (e.g., paper copies, USB 
sticks, etc.)

 Develop a document classification scheme and handling policy to ensure that files and documents 
are treated appropriately (e.g., public, internal, sensitive, secret, etc.)

 Communicate regularly with critical suppliers to ensure that they can continue to deliver critical 
services.

 Consider identifying alternative service providers should critical suppliers struggle to maintain the 
required level of service.
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 Technology

One of the key enablers for remote working is technology solutions. Therefore, it is vitally important that 
the relevant security controls are implemented to ensure that information and business transactions are 
protected in proportion to the risks presented.

 Implement secure access methods (e.g., a VPN) for staff working remotely and provide guidelines 
for the use of the remote working solution as necessary. Ensure these methods are configured using 
secure encryption algorithms and have the appropriate capacity to support a much higher volume of 
users.

 Ensure Multi-Factor Authentication (MFA) is implemented for any external access to systems or 
services. Remote administrative activity should also require the use of multi-factor authentication 
using sufficiently complex credentials. MFA should be used for access to corporate services such as 
email, business applications, and cloud services.

 Smartphone authenticator applications can be used on both corporate and personal 
smartphones.

 Ensure backup codes are stored securely and safely should the MFA solution fail.

 Provide password manager solutions to end users, allowing the generation and management of 
different, strong, complex passwords for each service used.

 Ensure laptops are configured with full disk encryption to minimize the likelihood of data loss on 
any lost or stolen devices (e.g., BitLocker). Extend encryption of data at rest to any removable media 
used. 

 Develop and issue a list of authorized software. Use technologies such as application whitelisting to 
technically enforce authorized software lists in addition to providing training to end users.

 Ensure all endpoint protection software is up to date (e.g., Antivirus) and ensure these remain up to 
date, reminding all users to update these if prompted. Provide guidelines to end users, if signature 
updates are not pushed out centrally - Monitor Antivirus consoles to ensure full coverage across the 
estate. 

 Ensure that backups are conducted as per backup policies and procedures. If tapes are typically 
used, ensure tape cycles can continue to be adhered to, or alternatively look to utilize a cloud service 
for backing up.

 Ensure ransomware risks are identified and managed. This includes reducing user permissions on 
storage and ensuring plans are in place to recover should a ransomware event occur.
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 Utilize a Mobile Device Management solution to roll out relevant updates for mobile devices and 
mobile applications. These solutions can be used to lockdown, monitor, and remote wipe mobile 
devices (e.g., lost or stolen devices.)

 Consider implementing technical solutions to allow classification and management of sensitive 
documents, e.g., Information Rights Management.

 Consider implementing a tag that ensures users are aware when receiving an email from an address 
originating outside of your organization. This could be appending subject lines with [EXTERNAL] to 
make users more aware of externally issued communications, particularly where masquerading as 
an internal user 

 Ensure a secure video conferencing service is provisioned for users and that they are educated on the 
secure use of the service. 

 Where possible, utilize a service that can be installed as an app.

 Consider whether screen sharing, file sharing, remote control, automatic transcripts, and other 
such features are appropriate and disable/enable as required.

 Where possible, implement password protection for joining conferences.

 Make use of the ‘waiting room/lobby’ feature to prevent unauthorized attendees from joining 
conferences.

 Ensure that data in transit is protected, utilizing a minimum encryption standard of TLS 1.2 or higher.

 Review existing technical phishing protections and consider tightening email controls.

 Ensure that patches are identified, tested, and applied efficiently to minimize the technical attack 
surface of the organization.

 Ensure security and service level agreements are in place with any third-party technology providers 
to ensure continuity of service, particularly where such services are business critical. 
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 Additional Considerations

An important consideration for prolonged remote working is the wellbeing of an organization’s staff, 
particularly where individuals are not used to working in a non-business environment. In addition to the 
wider considerations for security controls and secure working practices, organizations should consider 
other areas of risk relating to its staff and critical third parties.

 HR should ensure that staff are aware of the support available to them, such as for mental or physical 
health issues and the appropriate secure channel, through which they can discuss these issues and 
request support.

 HR should provide guidelines for appropriate working hours to maintain staff wellbeing and the 
maintenance of a healthy work/life balance.

 HR should prepare and provide to all staff guidelines for healthy working at home, such as: taking 
small breaks for refreshments (e.g., tea, coffee, water, etc.), taking an appropriate lunch break, finding 
appropriate time for ‘water cooler chat’ with colleagues via conferencing tools, and guidelines for 
productive, healthy working environments (e.g., working sat on a chair at the table, rather than on 
the sofa to promote good posture and prevent damage to their back, working in a well-lit room to 
prevent eye strain, etc.)
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