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Overview

Introduction

More and more of us in the working world have been adjusting to working at home during the global COVID-19 
crisis. As a result, SureCloud has put together this Best Practice Home Working Guide to explain the importance 
of working from home securely. It is paramount that we all remain vigilant and aware of the potential cyber 
threats we face, especially as these threats have an affinity for exploiting situations like these.

Why is Working From Home Any Different?
Working from an office location where our staff, computers and IT equipment are located in a single physical 
place increases our visibility and capability to protect our assets centrally in a secure manner. However, when 
these assets are distributed, visibility and security management becomes a more complex task and introduces 
significant risks to the organization. Our new, distributed network of computers are spread out across a greater 
geography and are not necessarily afforded the same protections that we usually receive from both a physical 
and logical perspective. 

Physical security controls within our offices are no longer effective at combating physical threats to our devices, 
which are portable and located within people’s homes. Logical security controls such as network perimeter 
security tools are ineffective for machines connecting directly out to the internet e.g., to cloud services. Despite 
this, connectivity requirements are greater than ever, as is the need for our workforce to be able to access 
corporate resources to continue working. This widening of our security zone(s), coupled with the introduction 
of additional technologies and connectivity options, provides a much greater attack surface for malicious 
individuals to exploit in order to compromise or disrupt data or services.

With malicious threat actors constantly looking for new 
vulnerabilities to exploit, they are highly aware that in 
the current climate individuals are more susceptible to 
attacks due to changes in their working environment, 
e.g. poorly configured home IT setups, such as a 
default router configurations, and reduced security 
awareness, e.g. change in web browsing or email usage 
habits. 

This guide has been developed to provide a set of basic 
recommendations on how to maintain an awareness of 
key security risks whilst working from home.
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Phishing and Social Engineering

The term “Phishing” is one that many people will have come across, perhaps during security awareness 
training, through adverts from the Government or word of mouth. Phishing seeks to lure individuals into 
performing an activity, such as disclosing their personal information, credit card numbers, login credentials, 
or even just clicking a link through communications that appear to be from legitimate companies or 
individuals. This usually takes the form of an email which appears to be genuine but requests the user to 
perform an action such as divulging information or visiting a website or link. As mentioned previously, 
malicious attackers are experts at exploiting situations such as the coronavirus pandemic, and the anxiety 
of the general public as a result of this, for their own gain. For example, attackers may send carefully crafted 
emails appearing to originate from the Government, NHS, or a member of your family requesting you to 
click on malicious links, download malicious software or perform an activity that benefits the attacker, 
such as sharing information with them. This practice of tricking or manipulating people is known as social 
engineering.

Due to this increased threat, it is key that we all remain vigilant and work as securely as possible. It is 
important that we receive our information regarding the pandemic from known, trusted sources only. For 
example, if an email is received purporting to be from the Government, WHO, Public Health England, the 
NHS, or other recognized authority we should not click the links or download any attachments from the 
email and instead visit the official website (e.g. www.gov.uk/coronavirus and www.nhs.uk/conditions/
coronavirus-covid-19/) by manually browsing to it or using a recognized search engine. The National Cyber 
Security Centre (NCSC) has issued some guidance, in conjunction with the US Department of Homeland 
Security (DHS) on how we can keep ourselves secure during this time (https://www.ncsc.gov.uk/news/
security-agencies-issue-covid-19-cyber-threat-update) and the WHO have issued some cybersecurity 
communications: www.who.int/about/communications/cyber-security
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In addition to Phishing attacks and scam emails, attackers know that people are working from home and 
have been contacting staff over the phone, pretending to work for IT support or a well-known tech company 
such as Apple or Microsoft. The attackers are looking to instill fear that the victim’s computer has a virus or 
needs critical updates and gain the victim’s trust that they will help them to fix this. As a result, it is paramount 
that we do not give out any information, including usernames, passwords, IP addresses of our computers, or 
any other type of information to these callers. Divulging information may provide malicious individuals with 
access to your computer, which then may provide further access to your organization’s resources.

We all appreciate that accidents do happen and you may unwittingly click on a malicious link or download 
an untrusted email attachment – this is okay, however, it is vitally important that we recognize when we may 
have made a mistake and inform our IT teams to ensure that they can respond to the incident and manage 
any potential impacts it may have.

Looking After Sensitive Information

Whilst we are in the office, we are typically provided with a number of facilities that help us to keep sensitive 
information secure, such as lockable cabinets, locked desk drawers, confidential waste bins, and shredders. 
As most of us will not have these at home, it is important that we take other measures to protect sensitive 
information. It is best to avoid printing out any work related documents, especially those containing 
business or personal information when working from home. If however, it is absolutely essential, we must 
ensure that these documents are shredded properly or stored in a safe and secure location, out of reach of 
children, family or housemates, until they can be disposed of properly.

Additionally, we need to ensure that any sensitive information we are working with is not sent accidentally 
to an incorrect person or uploaded to an inappropriate place. For example, when emailing attachments to 
colleagues or third parties, we must ensure that we are double checking the email address for typing errors.

It may be tempting to upload a photo of your workspace to Instagram, Twitter or other social networks 
during the working from home period, however, this may unwittingly provide sensitive or useful information 
to threats, or could even breach data protection laws, such as GDPR, which could lead to huge financial 
penalties and reputational damage to your organization. Additionally, reckless sharing of information could 
break your company’s policy, and a breach may be considered gross misconduct by your employer. It is 
important that we limit the crossover of our working lives and social media to prevent accidental leakage of 
information.
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Keeping a Home Working Environment Secure
When we are working at the office, we are afforded some protection by the fact that we are surrounded by 
colleagues and trusted individuals, and we have the ability to monitor our workspace. However, when working 
from home it is easy to become complacent. We should all take the time to consider if our working environment 
is secure and what we can do to help maintain that security, for example, being aware if our computer screen is 
visible to any passers by or visitors.

The good behaviors that we have fostered from working in the office should come home with us. For example, 
we should continue to lock our computer screens when stepping away for any reason, such as putting the kettle 
on, making lunch, or answering a knock at the door. Furthermore, we should ensure that we are not allowing our 
children, family or housemates to use the computer that we work from, even outside of working hours, as this 
could lead to accidental deletion or sharing of sensitive information.

Securing Home IT Equipment

Unfortunately, we cannot all have an IT or information security expert in our cupboards at home, and so have to 
take some ownership of securing our home IT equipment ourselves. There are a number of simple steps that we 
can take to do this. Your IT teams will be on hand to provide support for this:

 Change the default SSID (name you see when choosing a WiFi network) and password on our router;

 Change the default login credentials to enter your router settings (ask your IT team for help if you need it. 
Alternatively, there are lots of useful online guides if you search for your router name online). This is key as 
the default credentials are either very weak or easily findable online;

 Keep our laptops updated with the latest operating system updates (e.g. running Windows updates);

 Ensuring that all applications and software we use are kept up to date with the latest updates (e.g. Adobe 
and Antivirus software);

 Turning off our laptops at the end of the working day to allow our computers to update and to minimize 
the risk of unauthorized access;

 Using the corporate VPN, if your company has one, to secure communications;

 Only use approved cloud storage or collaboration tools (e.g. your company may use SharePoint). Make 
sure you save your work to these approved tools, as it will act as a backup should anything happen to 
your computer. Do not save company documents to unapproved removable media devices, such as USB 
sticks or CDs, always ask your IT team about what backup options are available;

 Ensure that any videoconferences you use are with a company-approved service and are set up with a 
password, making use of the Waiting Room/Lobby function so you can validate attendees prior to them 
joining.
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Looking After Yourself

Not only is it important that we take these steps to ensure the health and well-being of our IT equipment, but it is 
also vitally important that we look after ourselves when working from home. We should take steps to ensure that 
our working environment is positive, productive, and most importantly, healthy. Remember to take small breaks 
for refreshments (e.g. tea, coffee, water, etc.) and to stretch your legs, take an appropriate lunch break, find time 
for ‘water cooler chat’ with colleagues via conferencing tools.

We should set ourselves up with productive, healthy working environments, such as working sat on a chair at the 
table, rather than on the sofa, to promote good posture and prevent damage to your back. Also, make sure that 
you are working in a well-lit room to prevent eye strain.

Finally, it is important that we all follow the guidelines set out by the relevant authorities, and access this 
information from trusted sources, such as the www.gov.uk, www.nhs.uk, or  
www.gov.uk/government/organisations/public-health-england.

Contact SureCloud
Any questions or concerns around your cybersecurity program, email us at services@surecloud.com and 
speak to our experts today!
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