
THE ULTIMATE GUIDE: 

The Do’s and Don’ts When 
Choosing a Third Party 
Risk Management Tool
Our experts give you the insight into choosing the right Third Party 
Risk Management tool for your business.
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Introduction

Your pain as a Third-Party Risk Manager without a tool

Newcomers to the practice of third-party risk usually reach for the most widely and 

cost-effective tool out there: the trusty spreadsheet. As a business evolves, these 

practitioners have to deal with the ever-growing burden of managing more and more 

complex third parties at various levels and points in the organization, each with their 

specific risks, controls and contractual obligations. These then become more complex 

as one attempts to tie these silos of information together, and additional data sources 

such as contract values and supplier projects are incorporated. Necessitating additional 

office tools such as Access and Word to support Excel. Perhaps even a few in-house 

tools are developed to ease that burden. Alongside the numerous emails and various 

different versions of attachments. 

Many organizations don’t take the time to step back and think about how to approach 

this area more holistically, as the possible implications of this are you will likely end 

up with multiple complex information silos to manage.  The impact of this is that the 

organization will have to manage a large combination of data sources and formats to 

report a single view of your 3rd parties and supporting data.

https://www.surecloud.com/
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When is the right time to invest in Third Party Risk Management 
tooling?

The questions many organizations begin to ask only once in this 

predicament is “When” and “Why” should we consider tooling to 

support our Third-Party Risk Management processes. This paper 

discusses several key topics and provides insight into “When to 

Consider Third Party Risk Management tooling”.  

The topics in this paper are as follows;- 

	l Common driver for considering Third Party Risk Management tooling

	l Getting ready for tooling

	l Common Third Party Risk Management tooling mistakes 

	l How to overcome Third Party Risk Management tooling pitfalls

  

Common drivers for considering Third Party Risk Management 
tooling

When an organization is starting to look for a tool to support their third party risk 

management processes there are some common themes. In this section, I am going 

to discuss several of the reasons and then look at the possible consequences of non-

action.

https://www.surecloud.com/
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The tools/processes already in use by the Third Party Risk teams 
are fragmented and different in each area and location

	l The lack of integration between each is not realized, meaning to enable group 

reporting; additional costs are passed on to the business user who is often confused 

by the multiple data sources, questions sets and report.

	l The information and insights learned from suppliers are often not shared and/

or missed by others due to the lack of sharing of data. Consequently, patterns in 

supplier-related risk are missed or not properly identified, incurring unnecessary 

risk and costs to the organization. 

	l Information is often out of date by the time reports are created and then 

management is making decisions on inaccurate information and they may not 

know.

Third-Party Risk processes are ran using by a combination of tools 
e.g. (Spreadsheets, Word Processors, Collaboration tools and even 
email!) 

	l These processes are often non-sustainable and cause issues over demonstrating 

that there has been the correct review and sign off key vendors and associated 

assessments.

	l Spreadsheets are often a starting point but can often cause issues when been used 

by multiple stakeholders, as it’s hard to track who last made changes and updates 

and tracking this can become an administrative overhead.

	l Remediations that arise as part of a third party risk management process are 

difficult to track centrally and to validate that the remediation has been rectified.

https://www.surecloud.com/
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Third party risk management processes require a large amount of 
manual effort 

	l Reporting across multiple third parties is difficult as it requires people to bring 

together multiple data sources, which likely requires manual manipulation of the 

data as they aren’t in the same format or sometimes not using the same assessment 

criteria.

	l Duplicate of effort as people are unable to see easily see and reuse the current 

and historical third party risk management data in one place.  They will often end 

up doing the same thing again and be unaware this may have already been done 

somewhere else in the organization.

https://www.surecloud.com/
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Getting ready for tooling

In many cases, organizations begin to start the search for a tool, before fully understanding 

the scope and outcomes of which the tool should fulfil. This approach is short-sighted 

and likely to lead to requirements not being met. This can be compared to putting the 

cart before the horse as without a clear set of objectives, how can you know what you 

should consider buying.

Below are a set of questions you and your organization should be asking yourself at 

this stage:

The fundamental question you should ask yourself is; What will the 
system be doing? What is the scope of the solution?

What will the system be doing? Is it that you want to bring together existing data 

sourcing using a reporting tool? Or is it that you want to actively embed vendors and 

the business to use the tool? 

After identifying what the purpose of the system is, you can then think what part of the 

third party risk management process will the system need to support? Vendor Library, 

Vendor Tiering, Vendor Assessments (Online or Offline), Remediation Tracking and 

Contract Manager.

It is important to understand what the immediate scope of the tool is, e.g. Third-Party 

Risk Management, and to then ensure that the tool is futureproofed for any further 

scope. This could be wider IT Risk and compliance activities that may want to tool to 

support their processes. As you want to ensure that the system is not just a fit for your 

existing scope but can be widened to support the wider business if needed. 

https://www.surecloud.com/
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What information from the tool can be shared and reused?

How do you want to use data within the system, for example, do you want a central 

repository of questions, controls and risks, or do you want each area to create their 

data?

If you intend to widen the scope of the system or have multiple parts of the process 

in one system, will all the data link and then share the information e.g. a breach or 

incidents links into vendors and changes the risk rating?

What additional information will you need to support your Third 
Party Risk Management processes?

When understanding what tool is right for you, it’s important to understand what the 

reporting structure for the tool is. For a Third Party Risk Management and IT risk tool, 

you will want to start with a repository of third parties and key IT assets but, what 

additional data would you need?

Business Processes – to see how vendors support and affect the risk rating of 

your business-critical processes. 

Organizational Structure / legal entities / geographical locations – to see what 

areas of the business your vendors support and to provide the most requests on 

how to report, e.g. how do third parties impact my business area? 

Product and Services – if your business wants, they can use this as a way to 

understand how much dependencies they have on vendors to deliver their key 

products and services to customers. 

Internal Policies & Regulations – To link the questions sets you sent to your 

vendors to your Internal Policies and any regulations you must meet, ensure 

they agree and align to them. 

https://www.surecloud.com/
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Risk – When running your Third Party Risk Management program, you will likely 

begin to identify trends across your supplier that will likely link into an ERM 

process. You may also want to track vendor-specific risks to ensure you manage 

any of this within your organization’s appetite and tolerance. 

Controls – to link your question sets to the underlying controls that you want 

your organisation to adhere to for example NIST CSF, ISO27001, Cloud Security 

Alliance etc. 

In many organizations, there are multiple ways to tag and report on third party risk 

management as it is a complex web of many different components, but it’s important to 

understand what is needed to give your organization the reporting you need.

What parts of your existing process will the system be supporting?

If this is the first time you are moving, do you want to move everything into a tool? 

As it is likely you will want to move part of the process to the tool and see how the 

stakeholder interacts with it. Then over time, start to move more of the process into the 

tool as your users get more acquainted with the system.

Often the question you want to ask is; 

“Do you want to replace all of the current interactions with a 
system?” 
As often this can become overkill and an administrative burden on your users.

Many organizations end up building their solution too complex, and they end up having 

spent more money to simplify the process and then update it again at a later stage.

https://www.surecloud.com/
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What is the reporting that the Third Party Risk Management 
system needs to support?

Before you start to look at reporting, it’s worth thinking about where do you want to 

produce the reports from? Will this come from the system or will you be using a group 

reporting tool such as Tableau, Business Objects, Spotfire or PowerBI.

When defining what information must be captured in the Third Party Risk Management 

tool, the reports are a perfect place to start. Many organisations focus on the process 

but sometimes neglect to ensure that the reporting requirements are understood.

A recommended approach is to start with the reports needed and reverse engineer 

these to determine what is needed in the tool.

What support will be needed to ensure a successful 
implementation of the Third Party Risk Management tool?

This is, more often than not, the component of any system implementation that is 

forgotten. It’s almost always the easiest way to ensure that you get buy-in from your 

users and the wider organization. So how do you make go about this?

	l Throughout the implementation, it’s key to ensuring that the stakeholders 

are informed and consulted about the change to gain buy-in and get that 

important feedback. This can be in the form of forums or event just regular email 

communications to the affected stakeholders.

	l Post goes live; you should ensure you have the correct training and support for the 

new system that can be made up of; roadshows, drop-in sessions, training (online, 

documents and classroom) and business champions.

https://www.surecloud.com/
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Common Third Party Risk 
Management tooling mistakes 

We are often asked what the common mistakes you see when implementing a vendor 

risk tool. The two topics below discuss some of the common tooling mistakes that we 

often see;

Technology-driven approach – and why it’s doomed for failure

Often vendors focus on the “Technology and Products” and don’t look to understand 

the “Outcomes and Requirements” of the organization. In this section, I will discuss 

some of the issues that occur from letting Technology lead your Third Party Risk 

Management tool rather than the outcomes and requirements of your organization. 

The first issue with this approach is that people often focus on the products rather 

than understanding the problem they are trying to solve. This is frequently down to the 

people implementing are technical experts, but aren’t risk specialists which can lead to 

not fully understanding the detailed requirements before posing a solution.

https://www.surecloud.com/
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“We didn’t get what we thought we were getting”

Another challenge is that organizations either didn’t define detailed business 

requirements or even really have any at all before buying a tool. So why is this an issue? 

At a high level when you review tools most of them cover the general areas; document 

third parties, assess third parties and reporting. But when you get into the specific 

requirements that your organization want to achieve this is where you find what the 

risk tool is for you. So, it’s important to ensure your requirements are detailed enough 

to get meaningful responses for your requirements other than “Yes, ‘Out of the Box’ 

functionality”. 

As its normally these business requirements that are translated into a licensing model 

rather than focusing on what your organization needs. This can often mean than 

unnecessary products are positioned rather than the correct product. Then due to 

the inflexibility of some solutions organizations are often forced to adapt different 

frameworks and methodologies to fit the tool.  

https://www.surecloud.com/


16

Don’t buy too much at once

Issues with traditional projects and tools

Lots of organizations have invested in risk technology and found these tools difficult 

to implement and support. When we discuss risk projects, they often require a long 

linear waterfall project with budgets running into six figures, which can often mean than 

organizations are waiting over six months to see and use the solution; and twelve plus 

months before beginning to realize any value to the business. 

Due to the inflexible and complex nature of some of these tools, they don’t lend 

themselves to a quicker deployment cycle and so the vendors of these solutions 

will always take you down the path of their preference. Even though in most cases 

organizations are looking for a flexible and quick to deliver a solution, which can be 

developed over time as the business refines their requirements. To enable the rapid 

delivery of a solution, the tool needs to be able to provide a quick and flexible method 

to deploy in a matter of weeks rather than months as most organizations are looking to 

get a solution embedded into the business quickly. One option is to explore solutions 

which offer ‘Out of the Box’ value propositions, which require limited configuration to 

meet your business need.

Another consideration with some of the traditional risk tools is they are often hosted 

on-premise and have an ongoing cost from IT to host, maintain, upgrade the tool. The 

newer risk tools are mostly cloud-based and provide a large range of benefits such as; 

greater flexibility, rapid Innovation and very scalable. We are seeing a trend of many 

organisations looking to move to cloud-based solutions as they want to reduce the total 

cost of ownership by reducing the time and cost of; ongoing maintenance, upgrades, 

internal hosting costs, support, security and training.

https://www.surecloud.com/
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How to overcome third party risk 
management tooling pitfalls 

So how do you tackle the mistakes highlighted within this paper? In this final 

section, I have summarized the key themes of the paper and provide several simple 

recommendations on how you could overcome them;

Clarity requirements, objectives and outcomes upfront  

Typically, organizations can either ensure requirements are documented to detailed 

standard to support the development of a tool.  Or you can look to tools that are 

pre-configured with defined requirements that align to industry best practices 

which reduce the timelines to develop requirements.   

The tool is too complex 

Users often try to add everything into a system as they are unsure when they will be 

able to develop it post go live.  This means that large amounts of development are 

done which isn’t always needed.  It is advised to start with a less complex solution 

and make it more complex over time as it is always easier to make something more 

complex than simplifying a process. 

Long implementation timescales 

Implementation timescales are typically driven by the configurability and coding 

needed to deliver requirements in the tool. To enable a quicker delivery, it is 

important to understand the split between the configuration and coding within the 

tool as tools that rely on less coding and more configuration lean towards quicker 

delivery.

https://www.surecloud.com/
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Data quality and decisions weren’t improved by the tool 

Many organizations make the mistake of looking to implement similar or the same 

processes within the tool.  Just by using a tool to support the process doesn’t 

mean the outputs will improve, as part of the design and implementation process 

additional data control should be prioritized to improve data input and quality. 

Could SureCloud be the right tool  
for you?

If you would like to find out about SureCloud’s Third Party Risk Management tool 

then click here. 

https://www.surecloud.com/
https://www.surecloud.com/products/third-party-risk-management


SureCloud provides cloud-based, Governance Risk and Compliance products, and 
Cybersecurity & Risk Advisory services, which reinvent the way you manage risk. SureCloud 
connects the dots with Integrated Risk Management solutions, enabling you to make 
better decisions and achieve your desired business outcomes. SureCloud utilizes a highly 
configurable technology platform, which is simple, intuitive, and flexible. Unlike other GRC 
Platform providers, SureCloud is adaptable enough to fit your current business processes 
without forcing you to make concessions during implementation, meaning you get 
immediate and sustained value from the outset.
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