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Re-Certifying to ISO27001 
in the Midst of COVID-19

An Inside Look into a Successful Remote ISMS Audit
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To Set the Scene

Oliver is SureCloud’s ISMS Lead and has brought together his 
personal experiences relating to SureCloud’s recent ISO 27001 re-
certification, with a focus on the process being conducted remotely. 
We wanted to share our knowledge with other organisations to 
give insight from the front-line and to provide some top tips and 
downloadable assets along the way.

Spring 2020

Of all the business continuity scenarios, to come 
at a time when preparing for re-certification, 
in all the world, COVID-19 decided to walk into 
mine…

Those of you who’ve represented your business 
during such an audit know exactly how much 
preparation goes into them. For those who 
don’t, it isn’t just the updates, evidence, 
documentation and readiness reviews that 
need to be done. You also need to get some of 
the most senior and specialist people in the 
organisation pinned down to cover off relevant 
parts of the agenda - it’s like herding cats at 
times. Then there’s the logistics of site visits and 
meeting rooms. Thankfully, these audits are 
booked a full year in advance!

But, it’s ok. I’ve got this. Not only is this not my 
first rodeo (my fourth year in fact!), but I have 
keys to the kingdom to evidence at my auditor’s 
behest. Well, mostly. I’m not privy to everything 
for good practice purposes! The ISMS solution 
has been repeatedly enhanced since deploying 
it years ago and meeting rooms and invites 

to participants have been in place for many 
months.

A month before we kick off and cases in Asia are 
going off the charts.

At two weeks prior, Italy quarantines itself. My 
parents in Denmark only days behind that.

Then, at just one week to go, the UK takes similar 
measures and recommends everyone starts 
working from home.

And that is how I ended up on a three-day long 
teleconference from home.
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Scrambled Audit

SureCloud, is a cloud native software 
company, therefore we have a strong 
heritage of remote working. Half of our staff 
were regularly doing so before the current 
crisis and the rest had been provided 
laptops as standard. The company’s 
operational systems and technical controls 
have always been cloud-based to allow 
for flexibility in expansion, allowing us 
also to operate independent of any fixed 
location. Our ISMS is also cloud-based and 
hosted using our own platform, meaning no 
significant effect there either. 

Of the various business continuity scenarios, 
we had planned for, a global pandemic had 
not been one of them. Instead, we enacted 
our ‘Office Unavailability’ scenario which 
at least dealt with the immediate concern 
of employee safety whilst maintaining 
business operations. Thankfully, this 
scenario had been freshly tested only a 

month before with the findings coming out 
of it helping to address some issues, we may 
have otherwise experienced. We’ve been 
conducting COVID-19 specific activities since 
then to secure the medium and long-term 
health of the business, but we’re at least 
covered in the short term.

As long as we have teleconferencing, we can 
go ahead with the audit. We’ve still got this!
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The Auditors

But would our auditors? They’d typically have to visit physical premises in order to validate that 
the scope of the certificate covers the site and review the physical security controls.

We reached out to our point of contact, informing them we’d invoked our business continuity 
plans for all our sites along with alternative online arrangements. They themselves were starting 
to restrict travel at the same time which meant that alternative meeting rooms at a different 
location just wasn’t an option. Following an assessment, it was determined that we could go 
ahead remotely under the extraordinary circumstances. 

Our assessor’s familiarity with our sites from past visits helped reduce the risk of deferring the 
physical portion of the audit to the next year. The number of original days planned for the audit 
were also reviewed and reduced to that which was considered sufficient given the available 
technologies for teleconferencing, our experience in remote working, and maturity in our online 
processes and controls. The additional time gained from pushing out the physical security 
review helped too! 

You never know when someone’s IT department has disabled local admin, or the gods of IT find 
you wanting. Thankfully these days, the solutions are better and have dealt with some of these 
issues, but it never hurts to be prepared with multiple options. Between us, we sourced at least 
five various channels to ensure we could continue in the event a service was overloaded. 

Top tip: When working online, having multiple backups for video conferencing is critical. 

In the end, we went ahead without delay and achieved re-certification without a single non-
conformity. 

How did we do it?
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Audit Survival Tips
It wasn’t just down to our response to the situation that gave us a successful outcome. Most of that 
can be attributed to how we’ve chosen to operate our ISMS and business processes for the duration 
of being certified. I’d like to share with you the most practical of these that I believe have made the 
biggest difference to this outcome. I hope that they will help you with your own situation, audit or 
not! For some of these, you may ask “isn’t this just business-as-usual?”… yes, yes they are! Or they 
really should be.

Get. Really. Organised.
I cannot emphasise enough how important it is for me to have all of our formal documentation 
listed in one place. Our policy framework lists them all and is primed for most audit questions - I can 
simply scroll down to the relevant document when asked. This applies not just to policies, but also 
standards; processes; and even templates for commonly used forms. It also makes it far easier for 
others to interrogate by eye or using the search function when clients request information. This is 
the first of three legs that serve to give the ISMS a firm footing.

1. You could use an excel spreadsheet with links to the folders where they’re stored, a document 
repository on SharePoint, or even a dedicated solution such as SureCloud’s Policy Management.

2. Getting organised doesn’t just help you during the audit, but ought to also help the rest of the 
business to more easily find documentation that they need. If some documents are more sensitive, 
you can link to them in a place where they’re adequately access controlled.

3. Use a decent prefix or numbering format for the reference ID to easily distinguish the various types of 
documents from one another. Before long, these will be rolling off your tongue before the assessor 
has even finished their question! A note of caution - too complex a format with too much information 
can serve to have the opposite effect and cause confusion. 

4. Also, don’t forget to classify your documents clearly unless you enjoy being asked whether it is safe 
to send to prospects multiple times a day! Adding this as a column on the table, on the header of 
the document and even in the name itself will serve to give clarity to everyone on how to treat each 
document (don’t forget to train them in the significance of each!)

Here are some thoughts to consider:

P-001 Info Sec Policy (Internal) POL-IT-MWRA-001-1.6

Simple
Easy to recall
Classification immediately clear

Overwhelming to the uninitiated
Difficult to glance from a list

I have pulled these handy tips into a ‘Get Really Organised For 
Your ISMS audit’ Checklist’ which you can download here. You can 
then keep a record of these points and tick them off one by one.

Download Checklist Here

https://www.surecloud.com/download/for-guide-only-isms-checklist/?utm_campaign=ISO%20COVID-19&utm_source=checklist%20uk&utm_medium=guide&utm_term=organized
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Extract from ISMS:

Smart and Connected Objectives 
A big turning point for our ISMS was when we went from fairly banal objectives to SMART objectives. 
The difference in the following two objectives is fairly self-evident and clear, wouldn’t you say? 

Before (year 1) After (year 4)

Protect SureCloud and its customer’s assets by managing 
information security risks in a holistic and proactive manner, 
demonstrating that SureCloud takes Information Security 
seriously and to reach the expectations of our customers.

Implement, upgrade or thoroughly review the following major 
systems by the end of the year to ensure continuous improvement 
of the maturity and effectiveness of information security controls:
 - O365 Operational deployment
 - Platform Open API
 - AWS Architecture

Use the SMART goal setting template below to establish your own concrete and achievable goals.

Download SMART Template Here

https://www.surecloud.com/download/for-guide-only-smart-goals-spreadsheet/?utm_campaign=ISO%20COVID-19&utm_source=smart%20uk&utm_medium=guide&utm_term=goals
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Top tip: The most important elements to apply is a time-frame to complete the objective, 
supported by a quantitative measure to determine its success factor. 

SureCloud takes an extra step and associates objectives to one or more business-as-usual (BAU) 
measures within the ISMS. For example, the objective above has nine measures in addition to the 
objective’s specific target. We’ll cover these in more detail in the next section!

Extract from ISMS:

An important aspect of defining your objectives is also to identify any challenges that are known 
in achieving them, such as resource or financial constraints. It could also include any blockers 
that threaten outright failure. Ideally, these would also be assessed as risks on your register so 
that they can be actively managed.

This means that the objectives which are reviewed rarely are supported by more granular 
measures, risks and actions that are touched upon far more frequently throughout the 
certification cycle. Not only does that lead to a greater chance of success, but it also 
demonstrates a cohesive approach to your auditor that will reflect across the entire ISMS.
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The second leg of supporting the ISMS is the performance measures themselves. Between these 
and the documents list, they’ll be able to address 90% of the Auditor questions right at your 
fingertips. Not having to scramble for evidence to answer their questions saves a significant 
amount of time. It is also a key factor for how the audits can be done to such a tight time-frame.

These are regular activities which are treated much the same as objectives and are each 
timebound with a defined target. The principal differences are that they are more granular, 
measuring business-as-usual activities around control effectiveness or monitoring the ISMS 
outcomes (Clause 9). They are also cyclical, meaning we’re more interested in the number of 
times the activity has been done in the last week, month, quarter, or year, than we are on a final 
outcome.

We used to have issues with ensuring these measures were kept up to date to correctly reflect 
reality. The work would have been done, but the evidence was in a log on secure system I 
didn’t personally have access to - I couldn’t even check whether it had been done! Queue a lot 
of preparation prior to an audit to accumulate and document it all in one place from all the 
disparate parties. Instead, our measures now each have a log of their own on the same register, 
with a dedicated field to attach evidence. A bit of automated workflow to remind the assigned 
owners to log their activities every period and now it maintains itself. No more last-minute dash.

The same workflow is used to automatically report to the entire committee on a monthly 
basis using a traffic light system: Red for no activity, Yellow for behind target, and Green for 
on or above target. It not only gives a great summary across the board but results in very rapid 
management response when targets aren’t being met. It helps to have an owner assigned to 
each measure! 

Measured Evidence
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This is an extract from our ISMS to highlight my point:  

We used to align targets to the 
financial or calendar year, however, 
found that unless the audit was 
near the end of this period, all of our 
measures would be short. Not a good 
look in-front of an assessor! Targets 
are now on a rolling time frame 
instead which means that an annual 
target will cover the last 12 months, 
a quarter, the last three months 
etc. Not only does this mean you’ll 
always have relevant results, but you 
can automate notifications to send 
as soon as a measure falls below 
target. This in itself has made us more 
responsive to issues. Additionally, 
a continued maintenance of a 
target is a clear indicator that the 
underlying process itself is potentially 
flawed. Time for some continuous 
improvement!

Minute by Minute
The third factor that really serves to pull everything together is the committee minutes. Done 
well, they will significantly cut down on your overhead in documenting all the goings on in your 
management system. 

Most will treat these simply as a record of what was said and agreed. Written in a word document, 
they’re published and sent out to all attendees never to be read again. That is until the auditor asks 
you a question neither the policies nor measures can address. That action… let me see… which 
session did we discuss that topic in again? Let me try another one…  If you’re unfortunate enough, 
you may also have to go away and spend time applying the agreed changes to the actions list, 
risk register, operational controls table etc. Each is a separate document which you need to show 
the one truth, and someone has to do it. Realistically, it is unlikely your CISO or other committee 
members will have the time.
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It doesn’t have to be that way.

Consider the minutes to be a log of changes, not a transcript of exactly what was said. During the 
meeting, if there’s a new action to be taken, write it directly onto your actions list. Updating a risk? 
That’s right - update the register directly. Make a note in the committee minutes of the reference 
numbers of each and paste in the changes. Sprinkle a brief sentence or two to give context on 
the subject and move on. Committee time is precious; therefore, keep them focused on decision 
making.

If you can, provide links to each action, risk and control within your minutes wherever they’re stored, 
even if it is from a Word document to a table in an Excel spreadsheet. Ideally all of these records 
would be stored on the same system, making both content generation on the fly and references 
between them far simpler to maintain. It will also make tracing your way back to decisions made far 
easier under the pressure of the audit. That way, you can start with the specific action, risk or control 
and work your way back to the committee minutes, rather than vice versa. 

Learn More About Our Cloud-Based 
ISMS Solution, Request A Demo.

1) Keep things simple - find an approach 
that works for your organisation and avoid 
‘double-handing’ tasks.

2) Be prepared – we can never predict when 
we’re going to need to call upon our 
management system to help maintain our 
business operations, so maintain regular 
updates and be ready for anything. Including 
a global pandemic!

3) Consider automation – there are efficiencies 
and simplicity to be recognised from a 
centralised ISMS management platform.

Good luck!

To help you take proactive action on your minute 
taking, use the template Excel spreadsheet I 
have created.

Download Actions Spreadsheet Here

Whatever your position, however you approach compliance management and auditing, there are 
some simple tips to help maintain a good ISMS:

https://www.surecloud.com/products/contact-us/?utm_campaign=ISO%20COVID-19&utm_source=contact%20demo%20uk&utm_medium=guide&utm_term=isms
https://www.surecloud.com/products/#get-started
https://www.surecloud.com/download/for-guide-only-isms-actions-spreadsheet/?utm_campaign=ISO%20COVID-19&utm_source=actions%20uk&utm_medium=guide&utm_term=spreadsheet
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SureCloud is a provider of cloud-based, integrated Risk Management products 
and Cybersecurity services, which reinvent the way you manage risk. SureCloud is 
underpinned by a highly configurable technology platform, which is simple, intuitive 
and flexible. Unlike other GRC Platform providers, SureCloud is adaptable enough to 
fit your current business processes without forcing you to make concessions during 
implementation; meaning you get immediate and sustained value from the outset. 
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