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Introduction

This paper is designed to help those who are writing third-party supplier questionnaires
as part of a third-party risk management program. This paper does not explain how
to organise the broader risk management program but assumes that the necessary
governance and support is in place and the activities of drafting the assessments for
particular stages.
The focus is on the design of questions on questionnaire assessments.
Background
The primary mechanism by which organisations
are assessing the threats introduced by third
parties through the use of third-party risk
management questionnaires or ‘due diligence’
assessments. This mechanism relies on two
things to be true to be effective. The questions
being asked are relevant to assessing the risks
and that the responder (the person providing the
information on behalf of the organisation being
assessed) is replying truthfully and completely.

look at how questions are being asked and if
there are improvements that can be made.

In recent years there have been many articles
and conference speakers who have challenged
the effectiveness of the due diligence
assessment, but unfortunately, the alternatives
require investment and/or alignment to a
common standard. Neither of which has gained
traction and as such the assessment remains the
most popular option.

We must look at how
questions are being
asked and if there are
improvements that
can be made.

As the organisation asking the questions only
has limited influence over the responding
organisation, through contractual obligations
and commercial commitments. We must then
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The Problem with Questionnaires
is Human Nature
Questionnaires aren’t inherently bad; they are an efficient means of collecting information across
some respondents to form a consistent and comparable set of data.
The issue is with the effectiveness, and the primary cause of that ineffectiveness is caused by
human involvement in the process. The cognitive process involved in answering questions is quite
a resource intensive for the respondent. The respondent first has to read and understand the
question, applying any context to the question. The respondent must then recall the related facts
(or recognise they don’t have the information and conduct an investigation) and summarise that
information into the context of the question. Additionally, the Respondent has a motive around
answering the questions. With third-party questionnaires, there is a desire to meet that obligation,
as such if there is not a direct answer, there will be an additional cognitive effort to reframe the
answer in a preferable light.
Humans spend much of their day operating from the basal ganglia which require less energy to
operate. The evaluation of new information and higher level thinking depends on the prefrontal
cortex, which is less energy efficient (Rock and Schwarz 2006). Switching from basal ganglia to
prefrontal cortex creates some feelings of anxiety and being outside of one’s comfort zone. In the
same way that we often feel fatigued after a long meeting or training, answering complex questions
has a similar effect. This deep thinking shouldn’t be taken for granted in the respondent.

4

UK: +44 (0) 208 012 8544 sales@surecloud.com
US: (+1) 310-318-4883
www.surecloud.com

©SureCloud Ltd 2019. All rights reserved.

W H I T E PA P E R

Assessment Fatigue

We have borrowed the term ‘assessment fatigue’ from the world of medicine, to describe the mental
fatigue that a respondent feels from answering questions. When completing a voluntary assessment
when the respondent reaches that fatigued state they can simply stop answering the questions
and leave the assessment. Our third parties however are normally committed to completing such
assessments, so the respondent doesn’t have the option not to complete the assessment, however,
the fatigue is no less present due to this commitment.
What we should take away from this is that the respondent has a finite amount of mental focus to
provide answers. It is the responsibility of the person designing the questionnaire to be aware and
manage that finite resource.
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Approaching Questionnaires
Requirements

Research

Planning

There are five key steps to the formulation of a
third party questionnaire.
• Requirements – establishing the needs of
the organisation both in terms of the risks
that need to be managed and the compliance
needs from regulation and any stakeholder
commitments.
• Research – obtaining an understanding of
the types of information needed to satisfy
the requirements and prioritising the needs
among the various types of third parties the
organisation has.

Writing Questions

There are five
key steps to the
formulation of a third
party questionnaire.

• Planning – consideration for the method,
structure, and number of assessments
(this can also include non-questionnaire
approaches such as audits and interviews)
• Writing questions – Formulating the actual
questions themselves and the method of
response.
• Testing – Obtaining validation and identifying
any areas of improvement.
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Obtaining Requirements

The first step in the process is to collect the requirement for the assessment. It is not unusual for
organisations to skip this step and move directly to drafting a long list of questions. Organisations
are conducting third-party assessments to support a purpose. The danger is that without clear
purpose, the person writing the questions will pass it around to various people who will, in turn, add
questions to it. They may go on to include various industry standard questions in a desire for the
questionnaire to look the part and gain some confidence that they are doing the right thing. This
leads to questionnaires that are too long, contain unnecessary information and often duplication.
Poor questionnaires lead to poor or faulty information upon which organisations are making
decisions.
Additionally, questionnaire design is also pushed down away from those deciding without the
clarity on the intent. Identifying and clarifying decisions is a learned skill that not everyone has.
Planning to support specific decision-making is in everyone’s best interest. We can also better
articulate the expected return on the information collected.
The study type is the mechanism by which we will get the desired information. Most organisations
will have already settled on a questionnaire-based assessment; however, at this stage, we should
not be influenced by the purpose. “We need to do a third party assessment” or “We need to conduct
audits with our third parties”, neither approach is helpful when understanding the purpose. (this will
be covered in the “Planning” phase).

Goal
The goal is often overlooked as being inherently
obvious but is worth stating. Most third party
programs would agree with the following goal:
“To ascertain that the third party being assessed
has an appropriate approach to managing risk
which is compatible with our own and that the
control framework meets our compliance needs
both regulatory and within our policies.”
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Decision Orientated Requirements
When thinking about questionnaires, we need to plan what to do with the information.
The first level is informational; these requests say nothing about what will be done with the
information or how much is required to reach a decision.
• We need to understand our third parties approach to compliance.
• The next level is study-type requests, which focus not only on the information but that there is
some kind of study to follow this up.
• We need to conduct audit interviews with our third parties.
• Finally, there are decision requests; these begin with the heart of the matter. The information to
be gathered and the most appropriate method will be far easier to determine.
• We need to decide if we can work with this third party.
This move to decision-orientated research is far superior to the approach of obtaining data simply
for the sake of having more information or expecting an epiphany from the data set.
Try asking “What decision am I looking to make?”, if you are struggling to think about the decision
try thinking about what hypothesis you are trying to prove or disprove.
This decision-orientated approach is helpful because it will cut through the inefficiency of collecting
data that you have no intention of making any decision on. This goes further to managing the focus
of the respondent but also reduces the need to process that data.
Moving from the informational approach to a decision-orientated approach is difficult when working
with others. Allowing the informational questions to be captured and then working back to the
decision is often helpful.
When doing this exercise if you can’t establish the reason then you have discovered redundant data.
You may also find that a given question has some decisions to which it relates, this is great as you
have already identified an efficiency.

8

UK: +44 (0) 208 012 8544 sales@surecloud.com
US: (+1) 310-318-4883
www.surecloud.com

©SureCloud Ltd 2019. All rights reserved.

W H I T E PA P E R

Thresholds
The final part of requirements is to understand
the threshold which must be achieved for each
of the requirements.
Again this is often overlooked as part of the
process. Without knowing the threshold you
need to reach to make a decision you risk not
being specific in terms of what you need, also
you leave the determination to the person
carrying out the review. If you have more than
one person doing reviews, you will then have
issues of consistency.
As well as setting the expected level, also be
clear on what the minimum acceptable level
might be. For example, would you allow the third
party a grace period to add missing controls,
assuming there are compensating controls?

Without knowing the
threshold you need to reach
to make a decision you risk
not being specific in terms
of what you need, also you
leave the determination to
the person carrying out the
review.

Putting it together
Here is a simple framework for putting together the requirements:
The goal is ….

To ascertain that the third party being assessed has an appropriate approach to managing risk
which is compatible with our own and that the control framework meets our compliance needs
both regulatory and within our policies.

Decision (We need to
decide)

Information Needed

Threshold

Do they meet out PCI DSS
(Payment Card Industry)
obligations?
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Research

At this stage, it is more than likely that you will have gaps knowing what information is needed and
the threshold that would be accepted. But having identified the decisions, we can move to research.
During the research phase, we need to concentrate on determining what information we need to
support our decision. This will require some research across the internal organisation to find out
what we need to make that decision.
For each decision arrange to meet with key subject matter experts and determine what information
is needed to reach that decision and then what is the minimum threshold that the organisation
would accept.
Be very clear to push this threshold, what exceptions have been made in the past.
The goal is ….

To ascertain that the third party being assessed has an appropriate approach to managing risk which is
compatible with our own and that the control framework meets our compliance needs both regulatory
and within our policies.

Decision (We need to
decide)

Information Needed

Threshold

Do they meet out PCI DSS
(Payment Card Industry)
obligations?

Are they PCI DSS Certified?

All third parties handling our payment data must be PCI
compliant and have the following controls implemented
or plans to implement in the next three months with
compensating controls.

Do they have a method to detect failures of
security controls?
Written acknowledgement of
responsibility?
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Planning

The next phase is to plan out the questionnaire. The first thing to consider is the survey method.
This paper focuses on questionnaire assessments, but there are other methods of survey such
as audits, face-to-face interviewing, telephone interviews. Additionally, there will not be just one
assessment over the life of the third-party relationship.
Once we have established the survey type, we can then think about satisfying the information needs
identified in the requirements and research phase.
We want to ensure that we organise the information collection into logical groups to avoid the
respondent having to mentally context switch when answering the questions. This helps better
manage the issue of assessment fatigue.
A simple framework for doing this is:
Information Needed Category/Topic

How to Ask the
Question

Response Type

How to analyse the
data

Are they PCI certified?

Please provide your latest
PCI certification.

Attachment / File upload

The attachment should be
checked, and the expiry
date checked.

Certifications

Information needed - The first column is where we decide what needs to be collected. This should
concentrate on what we are looking to satisfy.
Category/Topic - The second column is used to ensure the flow of questions is maintained. Similar
questions are going to be held or shown to the respondent together.
The next three columns are going to be covered in the writing questions phase.
The goal of this is to create an easy to follow flow to the questions. The flow is designed to ensure
that the respondent is eased into the questions and that the context of the question is well
understood and can be followed.
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Starting off easy
There are some cognitive studies which have identified the importance of moving from easy to hard
problems when approaching a complex task. It builds the confidence of the individual completing
the task and improves the overall output.
Remember the respondent of the third party assessments is a person. Recognise that they may
not be the subject matter expert to all of the security and risk controls in the organisation. The first
section and the first question of each section should use straightforward closed questions to get the
respondent started.
Questions about the name of the company and the services being consumed should be very easy
for the respondent to answer.

Order Misunderstanding / Context
Confusion
To achieve flow, we must ensure that attention
is paid to the order and context of questions.
Consider the question:
Do you allow the sharing of user accounts?

Another example is:
Do you enter passwords in clear text?”.
This is asking about the control which obscures
or masks passwords when entered and prevents
‘shoulder-surfing,’ where people might look
over the shoulder and obtain passwords. Again
the context here is not made obvious by the
question and as such is very open to the context
being inferred by the placement.

The question is a common one asking about
unique user identification. Depending on where
the question is placed it could be a question
about the organisations’ information security
management policies internally, or it could be
asking about a software product feature. Here
Along with errors through misunderstanding, it
the preceding question could change the context
also requires more mental effort to evaluate; a
in which the question is being asked.
respondent may need to re-read or look at the
surrounding questions to reconfirm the context.
This will more quickly lead to assessment
fatigue, and those already fatigued will be more
susceptible to misunderstandings.

One of the ways to help structure this is when
planning assessments start with categories that
separate contexts. Keep questions about the
product and/or service offered separate from the
questions about the company itself.
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Qualitative vs Quantitative Research
The most common purpose for third-party assessments is to reach a decision about whether or not
to work with a given third party and what level of risk will be taken on in doing so. As a result, the
majority of approaches use a quantitative approach.
Quantitative research is about counting things using some kind of numerical representation. This
could be quantities, perceptions, attitudes, behaviours and statistics to make estimations of a
population or subject. The nature of this approach is to confirm and allow for comparison; it helps
to reach the decision.
Qualitative research is interactive and exploratory. It provides flexibility to explore topics more
fully using “Tell me more?” or “Why do you say that?” which can provide better insight than fixed
responses. This type of research can be conducted one-on-one between interviewer and subject or
in a focus group with a moderator.
Quantitative and Qualitative research are complementary methods. The typical arrangement is to
use a small qualitative sample to help formulate the structured qualitative assessment of a much
larger set. The qualitative helps to define the decision threshold while the qualitative then confirms
that decision against the larger population.
Given the volume of third parties which need to be assessed, the need for a simple, repeatable
process and the compliance nature of the questions it is not surprising most organisations select the
quantitative method from the start. However, what is often found by those completing assessments
is that the questions being asked are not appropriate or that the fixed options do not provide room
for an alternate. This is, of course, unavoidable with a qualitative assessment, however using a
qualitative check with selected subjects or a focus group allows for some of that discovery to happy
away from the closed nature of the assessment and can be beneficial to keeping assessments
relevant.
The ability for us to make good decisions is dependent upon the quality of the tools that we use.
While it is almost inevitable that we will need qualitative research methods, it is important that we
won’t allow that to leave us short-sighted.
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Writing the Questions
When drafting the questions, there are some simple techniques to improve the collection
of information and help manage the assessment fatigue experienced by the respondent.
Being Clear
Communication is about getting the thoughts and concepts from your own mind into some else,
despite how often we communicate we all still make mistakes from time to time. Even face-to-face
with the full benefit of voice, tone, inflexion, facial and gestural expressions, knowing your audience
as well as the ability to ask clarifying questions to get the full context, we all still on occasion miss
the true meaning of what another person was trying to convey.
Questionnaires remove may of the ques that we would have during a face to face interaction and
also often must make general assumptions about the audience without the ability to modify or
rephrase the question for a specific respondent (without introducing huge inefficiency).
Here are some rules to help make sure questions are clear.
1) Unit of measurement – when specifying
questions be clear on what you are
expecting a respondent to give you.
When was your last penetration test?
This question is asking when the last time the
software was actively tested to find exploitable
vulnerabilities.
There is no clue to the unit of measurement; it
could be the specific date, the month, the year. It
could also be expressed as the number of days,
weeks, months, years since the last test.
Depending on the way this will be displayed
this to the respondent there may be options to
format the input as a date, use placeholder text
or suffixes to make clear the expectation.
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2) Use the vocabulary of the respondents – Learn and use the vocabulary of your respondents.
This is often why when designing questions it is useful to work closely with a set of the target
respondents either by interviewing or in a focus group.
Avoid using technical jargon from your own organisation and be careful about assuming technical
understanding from a recipient. Compliance questions should not seek to test the companies
comprehension of the domain. Additionally don’t make assumptions about the capabilities of
the organisation. Unfortunately a misunderstanding here might result in a false positive response,
meaning there is a risk that has not been uncovered.
3) Using clear words and phrases – Even with the right vocabulary, you can still confuse a
respondent.
Who handles pre-employment background checks?
This question uses the ambiguous term ‘who handles’, do you want the accountable person, the
responsible person, the agency who likely does the checks. It’s unclear and open to interpretation.
How many customers do you have?
The customer can be interpreted in a lot of ways; some might have a subscription, others might
provide units which can be purchased over and over by a single customer which then brings in the
time frame, how many today, last month, last year.
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4) Be clear about the subject of your question – The subject could be the individual, the
department, the company, the product or the service. You must be clear to whom the
question is directed.
Do you have X?
An individual could interpret this as a question directed to them. After all we likely have an
attestation which says “Have you answered all questions to the best or your knowledge?”.
It could also be interpreted as a question about the support team or supporting services. It could be
a general question about the company’s use of notifications or a product capability question.
Put simply just because it seems obvious to you, doesn’t automatically mean that everyone else
which have the same perspective.
Do you have CCTV?
For midsized organisations who don’t own their own offices then physical security controls may be
provided as part of the lease. The same goes to data centres; few organisations own the physical
security around a data centre. As such the company indirectly has CCTV, it is benefiting from the
control, but it does not own or manage this control.
“You” is a word that has to be treated very carefully to ensure it is known who is meant.

5) Ask one question – Make sure you are only
asking one question at a time.
Do you have policies for data encryption and
data destruction?
Here a respondent who has an encryption
policy but nothing around destruction might
misunderstand thinking the polices are covering
a common area or deliberately answer positively
with a clarifying comment.
It doesn’t matter whether you use “and” or “or”
in either case you are combining to questions
and inviting ambiguity on which question is
being answered.
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6) When asking about percentages, be clear about the base.
In the last 30 days what was the percentage uptime for the service?
Although the timeframe is clear, it is open to interpretation around whether or not business hours
are included; planned maintenance is often left out. This can lead to incorrect comparisons between
service providers.
An additional consideration for this is that by asking the respondent to calculate the percentage,
you are asking them to carry out a form of processing on the data. This leaves it open to
manipulation but also incorrectly calculating.
We could instead ask:
In the last 30 days how many hours has the service not been available for use to customers?
This gives us the data from which we can create a percentage if one is needed.
In the last example the denominator is known, but sometimes you might need to make the
denominator and the numerator dynamic. In which case you can do this:
In the last 30 days how many transactions have you processed?
From the (INSERT TRANSACTIONS PROCESSED) transactions how many exceptions were found?
Sometimes you wish to arrive at a percentage based on a number of previous iterations. Often using
a base of 10 or 100 is useful.
During your last ten implemented projects how many were delivered on budget?
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7) Make sure the questions and answers match.
It appears too obvious to be worth stating, but it often happens when updating wording.
Explain your leaver’s process

Yes

No

This disconnect between the question being asked and the answer here is a very obvious one.
However, the disconnect can be more subtle.
Please rate the extent to which you agree or disagree with the following: Security is not
important
Strongly disagree

Disagree

Neither agree nor disagree

Agree

Strongly agree.

Here the respondent is being required to convert the level to whether they think security is or isn’t
important, and then convert that onto a scale of agreement or disagreement.
Please rate the extent to which security is important using the scale opposite
Security isn’t important Security is somewhat important
Security is necessary Security is important
Security is vital
When the question and answers choices match, questions are clearer and easier for respondents to
answer. Respondents aren’t fatigued by any additional thinking.
8) Use formatting such as bold, underlining, italic, and/or capitalisation to highlight keywords
and phrases.
In natural language, we use tone, inflexion and gesticulation to emphasize particular words and
phrases. Written language does not have this same luxury when we need to draw attention to
something we must use other techniques.
The use of formatting and styling (bold, underlining, italics etc.) can be used to draw attention. This
is particularly useful where a respondents attention needs to be drawn to some kind of distinction
from other questions in a series or context change.
Do you use strong passwords within the company?
Do you use strong passwords as part of your product/service?
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Make Questions Answerable and Remove Get Outs
1) State timeframes
Has there been an information security breach?

Yes

No

Here the timeframe has been left open to interpretation. The intent from the designer is asking if
there has ever been a security breach; however a respondent could interpret that as being a breach
within the last year, or as far as they can remember.
2) Don’t assume regularity of behaviour
When posing questions don’t force a regular schedule on something which may be conducted
sporadically.
How frequently have DR/BC tests been performed?
Less than annually

1-2 annually

3+ annually.

A company who doesn’t do regular annual testing but instead does three full tests in a single year
every 2-3 years might take an average, selecting ‘1-2 annually’ or they might answer ‘less than
annually’.
Removing this interpretation step by asking how many tests have been performed in the last three
years? or when was the last test was conducted? removes the potential for the question to be
accidentally or deliberately misinterpreted.

When posing
questions don’t force
a regular schedule
on something which
may be conducted
sporadically.
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3) Don’t ask people for information they don’t have
There is often an assumption made that customer can ask any question, and the third party will
have all of the answers. The more specific the question, the more effort there will be to obtain the
requested data.
What is the average page loading time customers have experienced in the past 7 days?
This will likely result in the third party not answering the question itself but instead redirecting to
another area they do have data for or in making a less accurate estimation of the answer. Neither of
which are particularly useful.
4) Make sure that questions are appropriate for the respondents
Do you follow a secure software development lifecycle?
This question makes the assumption that the third party you are questioning provides you with a
software product which is developed. You may be using some third parties for services only, or for
services which are backed by products they do not themselves develop. Forcing an answer to this
question is not appropriate.
5) Allow for respondents to say “Don’t know”, “Uncertain” or “N/A.”
Following on from the above questions being appropriate, in some circumstances you might be
asking questions of respondents that you and you cannot determine in advance whether they will
be appropriate. If you cannot avoid asking the questions, allow for the respondent to express that
they do not understand or that the question is not appropriate.
When you come across this evaluate whether others would benefit from an update to the structure
of the question or the targeting of that question towards certain groups of third parties.

20

UK: +44 (0) 208 012 8544 sales@surecloud.com
US: (+1) 310-318-4883
www.surecloud.com

©SureCloud Ltd 2019. All rights reserved.

W H I T E PA P E R

Make Questions Easy
Krosnick (1991) detailed what respondents experience while answering questions and its much
harder than it might be assumed.
1) Interpret the meaning of the question
2) Recall all relevant facts related to the question (in the case of third parties this might also
mean obtaining)
3) Summarise the facts
4) Report summary judgement accurately.
Krosnick showed that respondents take shortcuts which he refers to as satisficing, to come up with
a satisfactory answer rather than the optimal answer. Given this, you must use the energy of your
respondents wisely and not wear them out.
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1) Keep questions under thirty words
Long questions are cumbersome; respondents have to read more and interpret more. They might
even find themselves having to re-read some times to understand.
How does your product or service protect users from malicious attacks? Malicious attacks should
also include such areas as phishing, social engineering, along with any other deliberate attempt
to compromise the confidentiality, integrity or availability to data held on the system through
manipulation of users.
This can be achieved by reducing the words in the question itself to make it easier to read. A strategy
for helping with this is to split a question into multiple questions grouped for context.
How does your product or service protect users from malicious attacks which might impact
confidentiality, integrity or availability of data?
Phishing

Social Engineering

Other

Another example:
Do you have appropriate controls for physical security around the organisation as well as any
products or services rendered? Yes/No
Cloud instead be expressed as:
Do you have appropriate controls for physical security:
Around the organisation

Yes

No

Around products offered

Yes

No

NA

Around services offered

Yes

No

NA

Another useful technique for reducing the size of the question is to use a transition statement. Such
as:
The next section is going to ask about data-breach incidents that have happened within the last
year
How many incidents were reported?

[Number]

Was a root cause analysis performed on each incident?

Yes

No

NA

Naturally, there may be times when this rule has to be broken due to the complex nature of the
questions being asked.
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2) When writing, say the question out loud as if you were talking to someone.
When drafting questions in bulk the grammatical structure of the question can be lost, resulting in
the question becoming difficult to read and interpret. One technique to prevent this is to read the
question out loud as if you were talking to someone. This works because it engages more of the
senses in feeling and hearing the words rather than just understanding with the mind.
You often find in doing this phrasing is much clearer making it then easier to respond and answer.
3) Limit the length of the questionnaire
You are limited in the amount of energy and
attention that a respondent has. In voluntary
surveys later questions in an assessment will
often suffer from Krosnick’s satisficing issue,
providing sub-optimal responses, when they
become fatigued before they hit full assessment
fatigue and stop answering any further questions
all-together.
With third-party assessments where there
is a business relationship, the same human
psychology applies, however dropping out is not
an option. So what you will find is that the same
satisficing issue occurs but will continue on
providing sub-optimal questions.
We analysed 30 RFP, RFQ and due diligence
questionnaires we were sent in 2018 and the
number of questions ranges from 5 to 365 with
the mean average number of questions being
asked is 70.8 (60.6 median).
Questions

5
4
3

Total

2
1
0
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160
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6

80

5

60
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40

3

20

2
1

0
0

25

35

45

65

75

90

Questions Remaining

105 120 135 150 165

180 195

210

Level of Attention

We also ran a relatively crude test whereby we
asked the team completing the assessments
to record every 15 minutes the number of
questions answered and the level of focus they
felt they had on a scale of 1-10.
The survey had 170 questions and as you can
see the progress being made was relatively
consistent. After 45 minute with 49 questions
completed and 121 to go, the responder
reported that their attention was starting to
suffer. They then work a further 45 minutes and
see the same perceived drop in attention.
The respondent answered roughly 1 question
every 60 seconds. This started off at 45 seconds
decreasing over time and by the end of the
survey was 74 seconds.

6

10

180

110

120

150

The attention then decreases over the remaining
time until 180 minutes where the assessment is
complete, but there is likely a period of review or
uploading additional evidence.
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Response Times
11
10
9
8

Minutes

Research by Survey Monkey looked at a random
sample of 100,000 surveys of between 1-30
questions in length and found there is a steady
decline in the amount of time someone spends
on a question. Given that time in consideration,
it could be argued that the quality of the
response deteriorates.
https://www.surveymonkey.com/curiosity/
survey_completion_times/
What this suggests is that when completing
a voluntary assessment the amount of time
per question decreases and we see Krosnick’s
satisficing issue, however, in third-party
assessments, the time per question is increasing
slightly.
We have to consider the third party
questionnaire when a question cannot be
answered in the moment might be skipped in
favour of answering easier questions. As such
the harder questions are answered later. Also,
the questionnaire being answered could already
have been optimised with the straightforward
questions first.
What the research here suggests that the
satisficing issue still occurs, the person is trying
to reduce the cognitive load in answering the
questions. The respondent is reducing the time
spent in the recall phase, in collecting facts. This
manifests as then having to spend more time
summarising, or crafting a satisfactory response
from the less optimal facts collected.
Aim to have as few questions as possible to
ensure the quality of each answer. If you have
more than 100 questions you should look to
reduce or split into separate assessments.
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28
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Question Count

Question Count

Average Seconds

Total Survey

Spent Per

Completion Times

Question*
1

75

1 min 15 sec

2

40

2 min

3-10

30

2-5 min

11-15

25

5-7 min

16-25

21

7-9 min

26-30

19

9-10 min

*Rounded and ground for illustrative purposes

4) Don’t ask for more than you need
Where the respondent isn’t likely to have easy
access to specific data, asking for specifics is
going to generate more cognitive load and
therefore create more fatigue in the respondent.
What are the most recent average page load
times for your application to the millisecond?
Could be improved by asking for the information
you are looking to confirm. Typically third parties
will actively provide data if it is available.
Are the page load times less than 1 second on
average? (provide evidence where available)

©SureCloud Ltd 2019. All rights reserved.
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5) Softer questions are easier than harder questions
The softer you make the question, the easier it is to answer. Phrases such as, ‘approximately’,
‘estimate’ and ‘as best as you can remember’, reduce the pressure on the respondent to provide
exact answers.
This is difficult when dealing with compliance as we want to ensure that the information can be
relied upon. However it is worth keeping in mind this additional stress that is placed and if there
is a scenario where specifics are not required letting the respondent know that will go further to
reducing the fatigue.
6) Don’t use complex layouts/grids
When you know the subject of a set of questions well it can be tempting to use a compressed format
such as a table/gird to ask and answer multiple common questions around a domain.
Is some form of
configuration
required?

How much
How suited is the application to the requirements presented
configuration?
Not suited

Partially
(platform feature)

Partially
(configuration)

Fully

Application A

Y/N

___ hours

O

O

O

O

Application B

Y/N

___ hours

O

O

O

O

Application C

Y/N

___ hours

O

O

O

O

This may be how the person receiving the data wants to see it as they have time to become familiar
with this design, but the respondent does not have the same familiarity. Also, remember that the
respondent will be working with some other assessments using different layouts.
Asking questions one at a time with no gird is easier for respondents to answer. The only exception
to this would be if you are working with a very standard approach that the respondent will be
familiar will completing.
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7) Adding labels and placeholders
When confronted with a blank line or empty box a respondent will need to evaluate what type of
response is needed. They will also feel slight inertia in committing to putting data into the empty
box.
Placeholder text or labels provide an immediate reassurance as to what needs to go into the
box further defining what the respondent is expected to do and also reduces that inertia around
populating the empty box.

8) Make Questions Unbiased
To collect data that is reliable, we should ensure that our questionnaire does not lead or bias the
respondent in any way.
Given the relationship between vendor and client, there is already pressure on the respondent
which creates a bias towards potentially false-positive answers. We should, therefore, be careful to
ensure that we are doing the following.
There is sometimes the temptation to leverage the third party questionnaire to push third parties to
achieve a far higher standard, than the organisation themselves achieve.
In terms of risk, it doesn’t matter whether it is internal or through a third party. As such a similar
approach to risk management should prevail. The accuracy of measurement and identification of
risk is what is important.
Ensure that questions are asked openly and with the intention of discovering the information
needed to make the required decisions. The goal should never be to influence or drive a behaviour
change.
Make clear to the respondent that positive or negative answers are equally acceptable. Clearly there
may be a level of risk which cannot be sustained, but the importance of identification and positive
remediation is more important.
If we are not careful, respondents may acquiescence and offer answers which are more agreeable or
positive to questions.
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9) Provide all options, don’t overlap
When providing a pre-defined choice to the user, all possible options must be accommodated.
Please select the data subjects groups for the personal data you process
Customer

Employee

The above question is asking about data processing around personal information. The list only
allows us to select Customer or Employee. What about marketing tools which process data around
website visitors, who might not be customers?
This finite list is too restrictive; it doesn’t provide all the possible options. It also doesn’t provide an
‘Other’ option to collect the data.
The respondent is now open to interpret that the organisation only cares about these two data
subject groups or may use an extended definition of the customer. In either case, we are introducing
inaccuracies in the data.
The second point is not to allow options to overlap. Take the above question again with some
updates.
Please select the data subjects groups for the personal data you process
Website Visitors Prospective Customers
Customer Employee Other: ________
Website visitors may be prospective-customers, customers and employees. As such should the
respondent be selecting all options? What if they only select Website visitors and Prospective
customers but don’t select the others?
Again there is no clarity around the answers and that allows for interpretation, which in turn
introduces inaccuracy.
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10)

Make sure numeric ranges are only as broad as is necessary

Numeric ranges provide a lower commitment from the respondent, but you must ensure the
intervals between the ranges are appropriate for all respondents. The ranges will have an influence
on the respondents.
Rockwood, Sangster and Dillman (1997) asked students how many hours they studied. One group
selected from a set of options in a low range and the other within a high range. 23% of students in
the low range reported 2.5 hours, whereas 69% of students in the high range reported 2.5 hours. The
choices clearly influenced the responses.
Researchers think that respondents calibrate their answers to appear more equal to their peers.
Respondents don’t like to appear on either of the extremes.
When it comes to third-party assessments, there is also a desire to seem less risky as such
respondents will push towards the more beneficial side of the scale.
Estimated number of records held
<1,000

1,000 – 99,999

100,000 – 1,000,000

>1,000,000

If the number of records held is 100,500, there may be a temptation to push down into the bracket
below by using the estimation to account for the error depending on the perceived risk that might
dramatically change the opinion from high to low.
Without introducing too many options gradually increasing the scale won’t allow respondents to
move too far through the estimation error.
Estimated number of records held
<1,000 1,000 – 9,999 10,000 – 99,999
100,000 – 1,000,000 >1,000,000
In the long run, provided the organisation has the data, you might be better off sticking with the
numeric response and then banding the result for yourself.
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11)

Consider using forced choice instead of “check all that apply.”

Select all that apply asks the respondent to look through a set of choices and positively confirm the
answer.
Check all that apply:
Please select the data subjects groups for the personal data you process
Customer

Employee

Forced Choice:
Please select the data subjects groups for the personal data you process
Customer
Employee

Yes
Yes

No
No

Research into the two styles of approach report that a forced choice provides more accurate results
from respondents as they are required to affirm the choice rather than provide an implied No.
Respondents to a check all that apply are scanning the list to find things that apply rather than
actively considering each option.
The downside is that forced choice does require more cognitive effort, a short list of potential
answers to a question which doesn’t require too much recall may be better in this style.
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Open Questions
1) Provide an appropriate space for answers
The size of the writing area is an indication to the respondent how much detail you are looking
for in response to the question. A short box is suggesting a short answer. A long multi-line box is
suggesting you are looking for the respondent to share more information.
There is a lot of benefit in collecting a detailed response; however it is costly in terms of the
assessment fatigue of the respondent and will require more effort during the review to read and
comprehend.
2) Recognise the limitations of this type of questions
An open question on a questionnaire allows a respondent to provide a directed but open response.
Given the nature of the questionnaire, the time the respondent spends will be limited, and there is
no opportunity for follow-up questions.
Worse if the question is vague in nature, the answer given will provide very limited value.
To improve the question, you should be as specific as possible and then spend time thinking about
those follow-up questions in advance and build those prompts into the question text.
If you are finding that there are a number of these open questions, then consider changing the
survey type to something more interactive in nature, such as an interview.
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3) Consider adding an introductory statement to improve the quality of the responses.
One way to get respondents to provide longer answers is to elaborate on why the data is important.
Smyth, Dillman, Christian and McBride (2009) conducted experiments and found that introductory
statements resulted in more words, more themes and more elaboration on themes and more time
spent answering the questions. It primes the mind.
When asking open questions try to include the details about the risk that is being evaluated and why
it is important to the organisation.
The questions that you should be asking are
• Comprehension / Interpretation – What does the term X mean to you here?
• Paraphrasing – Can you repeat this question in your own words?
• Confidence judgement – Check any questions which are asking for judgement, if there are any
estimations this is where they can be tested for accuracy.
• Recall probe – Check any recalls are accurate.
• General probe – How did you arrive at that answer? Was it easy or hard? I noticed that you
hesitated why was that?
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Testing
The final stage before running a third party assessment is testing the assessment. Not
unlike planning it is not uncommon for organisations to skip this step.
Testing can be run internally with colleagues or with close partners. You can either sit
with your tester and go through question by question, or you can have them complete the
assessment and then review.

Conclusion
This paper has explored each of the five stages for creating third-party assessment
questionnaires. Much of the focus has been around managing assessment fatigue of the
respondent, to maintain a high quality of the answers returned.
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Book your demo
Let us help you reinvent the way you
manage risk. Visit our website or contact
one of our experts to find out more.
Email: sales@surecloud.com
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