THE ULTIMATE GUIDE:

The Definitive
Third-Party Risk
Management Maturity
Journey
Learn how to improve your vendor risk management program with
SureCloud’s practical 7 stage model.

Contents
What is Third-Party Risk Management? .................................................................................................... 3
The Need to Comply .................................................................................................................................. 4
The Cost of Getting it Wrong ..................................................................................................................... 5
The Complexities ....................................................................................................................................... 6
Charting Your TPRM Maturity Journey ..................................................................................................... 7
The Goal of Your Third-Party Maturity Journey ....................................................................................... 9
The 8 Stages of TPRM Maturity: Where are You Today? ......................................................................... 10
Understanding Each Stage of the Journey ............................................................................ 14
Starting from Nothing - Stage 1 – Getting Up ........................................................................ 14
Beginning to Assess Vendors & Third Parties – Stage 2 - Crawling ....................................... 16
Kickstart the TPRM Program - Stage 3- Walking ....................................................................18
Formalizing Your TPRM Program – Stage 4 - Jogging ........................................................... 20
Optimize your TPRM Program – Stage 5 - Running ............................................................... 22
Integrate the TPRM Program - Stage 6 - Sprinting ................................................................ 24
What’s Next in TPRM? – Stage 7- Flying ................................................................................. 26
The Current State of Third-Party Risk Management, SureCloud’s Final Perspective ............................ 28

2

What is Third-Party Risk Management?
Business today is defined by its third-party relationships. Business boundaries are
vague and not transparent, and the organization needs to consider the extended
enterprise. Third-Party Risk Management (TPRM) is the process of identifying, assessing
and managing risks that emerge throughout the lifecycle of the organization’s thirdparty relationships: from onboarding to offboarding. Initial due diligence and ongoing/
continuous assessment is required to effectively monitor third parties and govern the
lifecycle of the organization’s relationships.
The goal of a third-party risk management program is to reduce the chance of
operational failures, protect data and information, meet regulatory and contractual
requirements, and to ensure the organization achieves the objectives in each
relationship.
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The Need to Comply
Given the vast depth and the severe consequences of potential third-party risks, TPRM
has evolved over the years into a significant operational function, governed by systems,
processes, procedures and policies.
There are a growing number of regulations that require oversight and effective
operation of a TPRM program, such as:
l EU GDPR
l California CCPA
l PCI DSS
l Operational Resiliency
l UK Modern Slavery Act
l UK SMCR
l UK Bribery Act
l US FCPA
l US OCC Requirements
l France Sapin II and more!
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The Cost of Getting it Wrong
Organizations face increased liability and exposure for data breaches in third-party
relationships. The Ponemon Institute finds that the average cost of a data breach is
$3.92 million, but this increases to $4.29 million when the data breach involves a thirdparty. Costs of a breach in a third-party go beyond legal and regulatory fines to include
investigation and remediation costs, reputation damage, lost revenue, and more.
Consider This:
l Data breach at Target. Target had a heating, ventilation, and air conditioning

(HVAC) vendor that had access to the Target network for environmental monitoring.
A hacker broke into this vendor and was able to get on the Target network and
compromised point-of-sale (POS) systems across Target. The breach exposed 40
million payment cards and 70 million personal records of customers. The total cost
for Target was $252 million of which insurance covered about $90 million, leaving
a $162 million impact on Target. This total does not even compare to the loss of
customer trust and long term reputational damage.
l Social accountability at Nike. Nike has had several issues in their supply chain over

the years that have tarnished their brand. These have been instances of forced labor
as well as wage and hours of work issues in their supply chain. Today Nike continues
to have to overcome the tarnished reputation and brand these issues have plagued
them with.
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The Complexities
The challenge is that a TRPM program involves a coordinated effort across operational
risk, control and compliance functions, as well as the line of business that owns the
relationships. This requires a facilitated collaboration between departments; such as
procurement, IT security, privacy, legal, corporate compliance, and others. Furthermore,
there is a greater regulatory focus on accountability for third party risks.
Examples of these regulations are:
l USA Office of the Comptroller of the Currency. In the USA, the Office of the

Comptroller of the Currency (OCC) requires board-level oversight of the vendor/
TPRM program in financial services organizations. The most recent clarity on this is
found in OCC Bulletin 2020-10. It specifically states that the OCC “expects the bank’s
board of directors and management to: develop appropriate alternative ways to
analyze these critical third-party service providers; establish risk-mitigating controls;
be prepared to address interruptions in delivery; make risk-based decisions that
these critical third-party service providers are the best service providers available to
the bank despite the fact that the bank cannot acquire all the information it wants;
retain appropriate documentation of all their efforts to obtain information and
related decisions; and, ensure that contracts meet the bank’s needs.”
l UK Senior Managers Regime/Certification Regime (UK SMCR). In the UK, this

requires that senior management functions (SMFs) are personally accountable
for areas of conduct, risk, compliance, and control. If there is an issue of willful
negligence, that SMF can go to jail. If there is lack of due diligence or negligence that
SMF can be personally fined. One of these SMFs in institutions is accountable for
third-party/vendor risk. Other SMFs have third-party related accountabilities such as
privacy in the EU GDPR. If there is an issue of negligence or lack of due diligence in
third-party relationships those SMFs can be personally fined.
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Charting Your TPRM Maturity Journey
Organizations are seeking to modernize and mature their TPRM processes to address
the vast interconnected web of third-party risks that span across the organization and
its processes.
Building maturity within your organization’s TPRM program is essential to adequately
govern third parties. Third-party risk is the organization’s risk, and it not only increases
exposure to compliance penalties, but also directly impacts the organization’s brand
and perception within the market. A breach of third-party governance puts into
question issues of the organization’s integrity, quality, practices, security and ethics. It
is essential for your organization to ensure that third parties are governed adequately
to protect itself from risk exposure and maintain brand integrity and continuity. This
requires that the organization matures its TPRM program.
A sustainable third-party risk management program needs to be proactive instead
of reactive. Mature third-party risk management is characterized by knowing where
you are today, your current state and looking towards the future as you mitigate risk
proactively in the trek toward your future state of maturity.
To do this effectively requires that your organization understands the following to
clearly define your TPRM journey:
l Know where you are – Your organization must have a firm grasp on where you are

in your maturity journey, as well as an understanding of the third-party risks you
are exposed to. This requires an honest assessment of your organizations current
situation and developing a risk and compliance-based approach to managing thirdparty governance. Due diligence is necessary with third parties, your organizations
need a strategy, program and processes that governs these relationships and
addresses risk, but to do this, your organization must first assess your current state
in the maturity journey.
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l Define where you want to be – After you understand your current state, the next

step is to define your future state. Where should the TPRM program be in a few
years? What does it look like? What are your key objectives and tactics for getting
there? How has it changed and supported the business in a way that is more agile,
effective and efficient? The key here is to define what is right for your organization as
there is no one-size fits all TPRM program. You need a program that works for your
particular organization. However, following a framework like the steps in this guide
will help you map out your journey effectively.
l Map out the TPRM journey – Once your organization understands the current state

and defines the future state that you are aiming for, the next step is to roadmap
the project plan, tasks, milestones and activities to move the organization from the
current state to the desired future state. Three-year plans are the most effective as
they give you time to progress and achieve your goals, modifying as you need to.
l Executive sponsorship is critical – Key stakeholders within your organization must

actively support and sponsor the third-party risk management program and set the
culture of risk and compliance within operations. Management must also be in tune
with the effectiveness and efficiency of third-party risk management initiatives and
processes throughout the organization. This requires adequate communication
from the top-down. The organization must have an endorsement from top
stakeholders to adequately launch an effective TPRM program and channels of
communication must be opened where different stakeholders can get answers in
case of an emerging incident or report misconduct.
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The Goal of Your Third-Party Maturity
Journey
In order to manage a third-party risk management program effectively, a strategy for
the journey is necessary that aligns your organization with its objectives and connects
processes, transactions, business units and information across the extended enterprise
to build transparency and awareness throughout the organization.
A lack of integration of third-party processes, procedures, and information is not
sustainable and leads to the inevitability of failure through greater risk exposure. To
address the problem adequately, your organization must implement an integrated
process with uniformed policies and procedures for TPRM.
A shared and common framework delivers:
l A robust system and program for your organization to defend itself against third-

party risk exposure, and provide evidence to regulators and stakeholders as you
maintain relationships in tune with the organizations broader business objectives.
l Accurate information across your organization that is efficient and reliable to see

areas of risk exposure, report on these exposures and monitor them continuously in
the dynamic nature of business.
l Lower costs due to the reduction of manpower, resources, time and remove

redundancy within manual processes. This improves efficiency throughout the
whole process and augments decision-making through greater insight into the
activities and exposure of third-party relationships throughout the organization.
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The 8 Stages of TPRM
Maturity: Where are You
Today?
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The 8 Stages of TPRM Maturity:
Where are You Today?

A mature third-party risk management program needs to be a seamless part of your
organization’s operations. Third-party risk and compliance have to be a part of the
culture of the business, and this requires both an effort from the top and bottom of the
organization to both adequately build on this culture and participate within it, meaning
business functions need to effectively and efficiently monitor third-party risk and
relationships.
In a dynamic business environment where potential, emerging risks lurk around every
corner, a strong culture of third-party governance and compliance is the bedrock
of an effective TPRM program. This culture and framework ensures that all relevant
employees and stakeholders involved in third-party risk management are collaborating
with the same key points of data and information and that everyone involved within the
organization understands their specific role, the potential consequences for a breach or
violation of the rules and the expectations from senior management.
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SureCloud has developed the TPRM Maturity Journey Guide to help communicate and
assist organizations in accelerating their TPRM program and processes. There are eight
distinct stages to the TPRM maturity journey, you will find that your organization is
somewhere along this path and may have even passed through multiple stages:
l Stage 0 (Nothing) – This stage is fittingly named, given that it indicates the

beginning of your TPRM maturity journey from zero – before any processes or
procedures are developed. Stage 0 exists before the implementation of TPRM
processes, initiatives and controls. Very small businesses that deal with only a select
number of suppliers may not be in a place or feel it is necessary to start thinking
about a formal program to manage third party risks.
l Stage 1 (Getting up) – Stage 1 is the process of starting your TPRM program for the

first time. Assessments are beginning to be conducted at this stage, though these
are often inconsistent and without proper structure. A challenge at this stage is
that third-party risk activities are carried out at a departmental level with various
units addressing third party risk in different ways. Stage 1 is often focused on
reactive approaches to third party risk underpinned with inconsistent processes,
documents, spreadsheets, and emails.
l Stage 2 (Crawling) – This stage is when the TPRM program begins to undergo the

process of formalization. At this stage there is staff dedicated to these activities
and managing a process within a department/function. A register of third parties
is created and maintained with contact information of stakeholders within the
relevant third parties, and an assessment is created and written that provides
structure and consistency to compliance-based assessments with third parties.
l Stage 3 (Walking) – Stage 3 is the beginning of the most crucial transition phase of

the maturity journey. It indicates the official formalization of the TPRM program and
the organizations recognition of it as a key operational and business function. The
questions within third-party assessments become more specific to the organization
at this point, and third parties are categorized and prioritized by tiering vendors
based on potential risk and impact to the organization.
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l Stage 4 (Jogging) – At this stage the organization’s TPRM program has a maintained

list of third parties, with details of products and/or services supplied by them. All
third parties are tiered with different assessments assigned for each tier or category
of third-party relationship. This builds a consistent, targeted assessment method
with dynamic questions and remediation tracking. By stage 4 the organization’s
simple manual tools have become a hinderance to the program. An integrated
technology architecture is essential to advance in the maturity journey.
l Stage 5 (Running) – Automation is necessary at this stage to address the full

scope of the program and reduce operational overhead. A department dedicated
to third-party governance, risk and compliance is formed and recognized by the
business as a standard process and operation. A comprehensive register of thirdparty information, including contracts, locations, contact information and nature
of the business relationship, is to be maintained to build contextual oversight, and
a full lifecycle of third-parties is developed to help conduct ongoing and ad-hoc
assessment, with changes to services and even termination/off-boarding.
l Stage 6 (Sprinting) – Integration is the name of the game in stage 6. This is measured

by integrating various sources of data as part of a holistic TPRM program. These
sources of information can be internal systems as well as external data sources on
third parties (e.g., negative news, security ratings, financial ratings, sanction/watch
lists). This stage also requires integrating risks and controls from the organization’s
general Governance, Risk and Compliance (GRC) framework into TPRM reporting on
standards and regulations and creating event-based assessment triggers based on
this integrated data.
l Stage 7 (Flying) – This stage (and aspects of the 6th) is the future of TPRM that

certain enterprises are beginning to plan for. In this stage, reusable questions and
answers for vendors are developed, and the programs framework and architecture
are fully equipped with automated analytics, artificial intelligence, robotic
process automation, benchmarking, measurement and insight into Nth party risk
management processes, and automated regulatory change management.
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Understanding Each Stage of the
Journey
Starting from Nothing - Stage 1 – Getting Up
The 1st Stage of the TPRM Maturity Journey approaches third-party risk and compliance
through a limited, departmentalized lens. This the beginning Stage for the organizations
TPRM program as you begin to get up and move from Stage 0 (which is doing nothing).
Although Stage 1 lacks the awareness to completely understand the full scope and
interconnectivity of third-party risk and the consistency to manage it effectively, it
is a crucial first step as it solidifies some semblance of a TPRM program within the
organization and signifies the laying of a foundation for the organization to build and
develop off of.
To identify if your organization is in Stage 1, the organization needs to honestly
answer these questions:
l Has any scope for third-party governance and risk management been agreed

upon? E.g. look at single business area HR, Finance or look at a critical
software/IT service provider
l Are your organizations current processes approached through a departmental-

level and supported by solutions such as emails, spreadsheets and word
documents?
l Has the organization begun conducting a decentralized TPRM assessments?

E.g. IT and Procurement run independent local assessment of vendors
l Does your organization not yet have clearly defined TPRM processes and

procedures?
l Is there currently no defined ownership of third-party governance

responsibilities and resources allocated to such activities in your organization?
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In Stage 1, a limited scope is agreed upon to start a TPRM program, and the
organization begins to compile and maintain a list of third parties and what services
they provide. After accumulating this list, the organization looks to identify key external
contacts and relevant internal stakeholders within these third parties and conduct
limited assessments and assurance with third parties. The assessment is likely done by
someone inhouse and not sent directly to the supplier.
Very few resources are being allocated to third-party risk management at this point,
and there is a general lack of ownership. As a result, this Stage of TPRM maturity is
largely reactive in how it manages third-party risk and inconsistent. At this Stage, the
organization has no real, defined processes and procedures, leaving the organization
caught-off guard to emerging risks.
The organization needs to begin planning for a more centralized third-party risk
management program and continue along its journey towards its desired level of
TPRM maturity. At this point, the organization can look to begin identifying critical third
parties that are to be prioritized and categorized in later Stages and should look to lay
the foundation for a more substantive and consistent TPRM program, with the creation
of a register of third parties and a consistent assessment that can be repeatable across
all the critical vendors.
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Beginning to Assess Vendors & Third
Parties – Stage 2 - Crawling
In Stage 2, organizations begin a more targeted third-party risk management initiative.
This Stage marks the beginning of the formalization of the organization’s TPRM
program, and at least one staff member has been designated specifically for carrying
out third-party governance and risk management responsibilities and duties. At this
Stage, elements of an effective TPRM program begin to take shape.
To identify if your organization is in Stage 2, the organization needs to honestly
answer these questions:
l Are all of your organizations third-party relationships documented in a single

source?
l Have key vendors been identified and assed with a standard list of questions

within more structured assessments?
l Has the organization begun the development of a critical third-party risk

tolerance, ethics, rules of engagement, internal policies, and controls?
l Does the organization have at least one staff member dedicated to TPRM

initiatives and processes?
There are many good elements of a third-party risk management program emerging
within Stage 2. Including a central register of all third-party relationships has been
created and maintained, with contact information of relevant stakeholders. As well as a
list of key vendors to the organization identified based on the services they provide and
the potential impact of their risk.
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Assessments become more standardized in this Stage, as the organization creates a
structured, standard list of questions for third parties. This helps build consistency
within assessments and third-party governance, risk and compliance. At least one FTE
(full-time equivalent) is also be dedicated to third party GRC at this point. In order to
transition to Stage 3 and advance through the TPRM maturity journey, the organization
needs to begin the development of standardized set of third-party processes, polices
and controls across the organization, and the organization needs to formally recognize
that TPRM is a critical business function and develop a standardized methodology for
TPRM across the entirety of the organization.
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Kickstart the TPRM Program Stage 3- Walking
It is in Stage 3 that the third-party risk management program truly becomes formalized.
Processes start to become defined, the TPRM program has officially been endorsed and
recognized as a key business and operational function and this Stage is the foundation
of an integrated, third-party risk and governance framework.
To identify if your organization is in Stage 3, the organization needs to honestly
answer these questions:
l Has the organization established defined roles, ownership, policies,

procedures?
l Has the organization and senior management officially recognized the TPRM

program has a business and operational function?
l Have risk assessments matured into specific questions for each third-party

based on potential risks and services provided to the organization?
l Have third parties been tiered and categorized based on potential risk and

impact on the organization?
Third-party governance has now been recognized by the organization as a critical
business function at this point, and there is a targeted assessment methodology for
third parties, with a higher proportion of third parties assessed at this Stage. Third
parties have been tiered and prioritized based on risk tolerance at this point, and a list
and register of third parties is also continually maintained – with assessments created
for the broader TPRM program that are linked to policy requirements, controls and
regulations, and third parties are beginning to be tiered and categorized based on
potential risk.
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In order to advance along the maturity journey, the organization needs to begin to
develop and use different assessments in accordance to the tier of third parties to
fully gain vision and understanding of the performance of the TPRM program and
the full understand the scope of risk that the organization is exposed to. The TPRM
program must also be able to begin identifying specific questions to assess certain
third parties on (e.g., ethics, governance, access control, physical security, health and
safety, social accountability, privacy, information security etc) Assessment cycles need
to be considered based on the tier of third parties and the organization risk tolerance to
prioritize the right vendors and create a consistency methodology.
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Formalizing Your TPRM Program –
Stage 4- Jogging
In Stage 4, your organization’s TPRM program is aligned across the organization, and
there is a shared and consistent process for managing third-party risk, and governance
throughout the organization. Greater effectiveness and efficiency is achieved in TPRM
processes and reporting at this Stage, and a common framework and technology
architecture is implemented to manage it effectively.
To identify if your organization is in Stage 4, the organization needs to honestly
answer these questions:
l Does the organization fully understand the scope of risk that the organization is

exposed to from each third-party?
l Has an assessment and reassessment cycle been created to provide

consistency to the TPRM assessment process?
l Has the organization developed targeted assessments, underpinned with

specific questions for each third-party based on the tier, as well the specific
areas you want to assess? E.g. ethics, governance, access control, physical
security, health and safety, social accountability, privacy and information
security
l Has the organization broken down the siloed approach to third-party

governance and developed common processes and procedures with a
comprehensive and strategic approach to TPRM?
l Has the organization developed a repeatable methodology and assessments to

provide the correct tiering of third parties?
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At this Stage, the organization has continued to maintain a list and registers of
third parties and fully understands the products and services they provide to the
organization. The organization also provides assurance for its tiering and categorization
of third parties by creating tiering assessments and is able to assess different third
parties based on the type of products and services they deliver to determine their level
of prioritization.
The organization also begins remediation tracking at this Stage by identifying issues
and risks that emerge with vendors and third parties and documenting action plans
to resolve these issues. Assessments at this point are more targeted in accordance
to the third-party’s priority and risk exposure it poses to your organization. Periodic
and continuous cycles are created at this Stage for assessments that are based on the
outcome of the tiering assessments, meaning assessing critical third parties yearly and
non-critical third parties every 2-3 years – a significant proportion of the organization’s
third parties should be adequately assessed based on the risk presented to the
organization at this point.
Organizations would not be able to manage these responsibilities with manual
processes at this Stage of the maturity journey. The overhead and resourcing to
administer this extensive of a program would be too high and it is necessary to adopt
a technology solution to assist in managing and augmenting the organizations TPRM
program.
In order to advance along the maturity journey, the organization must adopt a common
technology and information framework that begins to automate TPRM processes and
information. Key to this is the ability for this architecture to integrate with internal
systems as well as external sources of data on third parties that is necessary in the
following stages.
If you’re at this stage, why not check out our ‘Ultimate Guide to Choosing a
TPRM Tool’, here.
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Optimize your TPRM Program –
Stage 5- Running
In Stage 5, the organization begins to reduce the administrative overhead of the broader
TPRM program through automation and increased efficiency. A department within
the organization has also been dedicated to third-party GRC that collaborates with
other departments that have third-party risk concerns and responsibilities. This Stage
signifies the optimization and streamlining of the TPRM program.
Stage 5 is when the organizations TPRM program comes of age. To identify if
your organization is in Stage 5, the organization needs to honestly answer these
questions:
l Has the organization adopted a shared and common technology and

information architecture to address third-party governance, risk and
compliance?
l Does the organization understandthird-party risk scattered across the business?
l Does reporting analyze third parties and their potential risk across the

organization?
l Have common TPRM strategies been embedded throughout different

departments?

The list and register of third parties is maintained and enhanced by the addition of the
financial value of third parties to the organization, as well as their contracts and renewal
dates. The organization is beginning to get full situational awareness of third-party
relationships across the risk areas they bring to the table.
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All third parties have undergone a tiering assessment at this point, and questions
within assessments are refined based on these new insights. Assessments and their
tiers are reviewed on a regular basis to keep them aligned with business change, and
the assessment cycle is refined and prioritized based on new information and data
that is coming in. Reporting is standardized across the organization at this Stage, and
new data is analyzed and compared to establish the top vendors and categories with
the most risk exposure. Emerging issues and risks are tracked thoroughly, and the
actions taken are documented. Processes and assessments are in place and structured
throughout the lifecycle of the third parties and the organization is beginning to
thoroughly evaluate questions within assessments at this Stage.
It is likely that the organization has seen assessments increase, onboarding times
drop dramatically at this point and the TPRM program across the entire organization
operates in a single system. Reports are detailed and delivered to management in
a timely and efficient manner, and the organization is beginning to gather enough
information and data about the performance and effectiveness of the program which
provides insight into continuous improvement and development of the program.
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Integrate the TPRM Program Stage 6 - Sprinting
At this later Stage, the integration of the TPRM program across the organization is
becoming fully mature. Consistent and common processes span the entire organization,
and the program is harmonized.
In order to identify if your organization is in Stage 6, the organization needs to
honestly answer these questions:
l Is the organization continuously and effectively monitoring and managing

third-party risk?
l Does the organization have a structured and standardized set of governance

policies, processes and procedures that dictate relations with third parties
across the organization?
l Has the organization aligned third-party risk in the context of business strategy,

goals and objectives?
l Is engagement in TPRM lead by senior management and the board?
l Does the organization have complete visibility and reduced blind spots within

the TPRM program?
l Has the organization achieved harmony across business functions and the

three lines of defense?
Third-party risk management at this Stage is collaborative and provides efficient and
effective governance oversight over third parties. This increases the organization’s
overall understanding of risk and ability to analyze, monitor and connect risk and
compliance issues across third-party relationships. A key element of this Stage is a topdown view of objectives in each relationship and understanding of risk as it impacts the
objectives in the relationship and the broader organizations objectives.
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Integration is critical at this Stage. As you start to integrate your TPRM program with
other systems and solutions, you will begin to widen the information and data you can
leverage to reduce duplicate effort and save time to focus on the most critical issues
- while also gaining a stronger risk and compliance posture. The goal in this stage is
complete situational awareness of performance and risk in each relationship and in
aggregate across relationships.
At Stage 6, questions within assessments should be linked to specific controls, such
as ISO, NIST, and CSA, or regulations like GDPR and CCPA, and there is automated
monitoring of key data points. Established data and predictive analytics mean that
emerging risks can be identified and mitigated before they even become an actual
problem. A mature TPRM program can bring significant advantage to the organization
through these strategic initiatives.
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What’s Next in TPRM? –
Stage 7 - Flying
The final, 7th Stage offers the highest level of maturity within the organizations
TPRM program. This Stage includes trends within the wider TPRM environment and
characterize the future of this function and processes that support it.
A successful and mature third-party risk management architecture at this Stage will
be able to completely integrate information across third party management systems,
procurement solutions, ERP and third-party databases. This requires a very agile
information architecture that can model the complexity of third-party information,
transactions, interactions, relationship, cause and effect, and analysis of information
that integrates and manages
Stage 7 is the future of TPRM and to achieve the full scope of benefits from the final
Stage of the TPRM Maturity Journey the organization needs to implement:
l Automated regulatory change management
l AI benchmarking that provides controls and risk recommendations, as well as

points-out blind spots
l Full self-service assessments and issue management
l Reusable questions and answers that can be shared within the ecosystem
l Supplier risk management that actively includes vendors in the TPRM process

with assessments, controls and reporting, incident portal and direct contract/
service metrics for suppliers to answer
l Nth party risk with a complete supply-chain view of the vendors and

identification of all involved partied
l Question sets built on a per vendor basis predicated on the services the third-

party providers and the standards within the third-party
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A fully mature TPRM program and architecture inputs information and processes into
operations to support the overall third-party governance strategy, as well as broader
business goals and objectives. Technology needs to assist the organization in effectively
managing third party risk and the programs performance. This allows the organization
to fully and sufficiently communicate, assess, document and report on risk extended
across throughout the business.
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The Current State of Third-Party
Risk Management, SureCloud’s Final
Perspective
The state of TPRM across many organizations remains siloed and fragmented at the
early stages of 0-2. Two-thirds of businesses indicate that their TPRM programs are
in the earlier stages of maturity (Compliance Weekly). Organizations remain plagued
by departmentalized and siloed thinking, where different departments within the
organization have disconnected processes in their management of third-party
relationships.
While different departments may have their own processes to approach third-party risk
within their relationships, their frameworks need to become unified under a holistic
governance model. Too often organizations check the boxes of meeting the bare
minimum of regulatory third-party risk requirements, and as a result are left burdened
with disconnected, cumbersome processes that prevent the organization from being
able to pivot and adapt with agility.
As organizations begin approaching their TPRM as an essential function of the business,
rather than a series of requirements to check off, organizations become more adaptive
and efficient. These changes in moving to a state of holistic governance maturity
directly impacts the bottom-line with quantitatively measurable capital returns - in both
time saved, and efficiency gained, as well as being more effective and agile. Gartner’s
research found that 83% of executives third party risks were identified after initial
onboarding and due diligence.
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Organizations need to implement a comprehensive TPRM program with defined
governance standards, but they need further alignment in designing their framework
and process. The majority of organizations have some areas of third-party risk activities
that are managed well at a department level and can be leveraged to mature TPRM
processes to other departments, but they lack a common governance model for third
party risk that transcends these siloed departments. These organizations have stayed
in defined Stages 3 and 4 but have failed to further move to an ideal state of integrated
common TPRM governance processes across departments.
We hope SureCloud’s TPRM Compass Model will help to give organizations the clarity
and guidance needed to crawl, walk, run and then fly to a mature optimized TPRM
program beyond Stage 4. Understanding where you are and where you’re going
will enable businesses to take manageable steps that focus on all three key aspects
needed of people, process and technology. To achieve the main aim of third-party risk
management as stated at the start of this guide which is:
Identifying, assessing and managing risks that emerge throughout the lifecycle of the
organization’s third-party relationships: from onboarding to offboarding. With initial
due diligence and ongoing/continuous assessment required to effectively monitor third
parties and govern the lifecycle of the organization’s relationships.
The goal being to reduce the chance of operational failures, protect data and
information, meet regulatory and contractual requirements, and to ensure the
organization achieves the objectives in each relationship.
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SureCloud provides cloud-based, Governance Risk and Compliance products, and
Cybersecurity & Risk Advisory services, which reinvent the way you manage risk. SureCloud
connects the dots with Integrated Risk Management solutions, enabling you to make
better decisions and achieve your desired business outcomes. SureCloud utilizes a highly
configurable technology platform, which is simple, intuitive, and flexible. Unlike other GRC
Platform providers, SureCloud is adaptable enough to fit your current business processes
without forcing you to make concessions during implementation, meaning you get
immediate and sustained value from the outset.
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