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Risk Manager
Organisations across the world need to identify and manage many
internal and external risks, such as market risk, operational risk, legal
risk, IT risk, financial risk and reputational risk. In addition, executives
increasingly view risk as an integral part of business strategy and
business decision making - as such the discipline of risk management is
gaining board level momentum and support.
It is therefore surprising that many organisations, large and small, still
manage risks in spreadsheets. An approach that makes it difficult to
implement common risk management processes across business units,
and almost impossible to report on centrally in a timely manner.

Solution

Features

SureCloud Risk Manager is a cloud-based
Application that allows organisations to identify,
assess and manage risks of all types across
divisions, business units and geographies,
providing streamlined risk management
processes and a central view of risk across the
enterprise. The solution allows organisations
to simultaneously support multiple Risk
Frameworks, such as COSO and ISO, and is
a central component of the SureCloud GRC
Suite, which provides key capabilities across
the following areas:

Risk Identification

✔ Policy Management
✔ Compliance Management
✔ Incident Management
✔ Business Continuity Management
✔ Third Party Risk Management
✔ Audit Management

The SureCloud solution provides a Risk
Catalogue to record and document the Risk
Events to which business units and functions
may be exposed. The catalogue allows Risk
Events to be categorised and sub-categorised
to support analysis and decision making across
the enterprise. Key Risk Indicators can be
defined and tracked to determine the likelihood
of a Risk Event occurring.

Risk Register
Common Risk Registers consolidate
information from risk assessments, such as risk
category, risk description, risk likelihood, risk
impact, and inherent and residual risk ratings,
controls and mitigation activities.
Multiple Risk Registers can be created to
support your organisation structure and
departmental risk assessment needs.

One central view
of risk across the
Enterprise.

Dashboards and reports can be used to
aggregate risk across the enterprise in real-time,
providing bottom up and top down analysis.

Risk Assessment
SureCloud’s solution comes with a number of
pre-built risk assessment templates designed
to meet the risk assessment needs of different
business functions including IT Risk, Project Risk
and Business Risk. Risk Assessments allow
users to describe the risk, score risk using preconfigured risk matrices and typically adhere to
the following structure:

✔ Scope (business area, project), Description
and Category

✔ Risk Detail – Event and Cause
✔ Inherent Risk Rating
✔ Risk Treatment Decision: Reduce, Accept,
Avoid and Transfer

✔ Residual Risk Rating
✔ Risk Treatment Controls: Current and
Planned

✔ Activities integrated with Task Management
✔ Assessment Workflows, such as periodic
reviews and risk sign-off
The Risk Assessment Templates can be
configured to meet the needs of any assessment
methodology.

Risk Matrix
The User is able to configure any number of
Risk Matrices to define the Risk Rating Criteria.
Pre-configured matrices allow the organisation
to define:

✔ Impact values with monetary equivalents
✔ Likelihood values with descriptions

Streamlined risk
processes

✔ Risk Rating Method, based on values
entered into each cell on a Risk Matrix

Organisation Structure and Risk
Rollup
The solution provides the ability to define
n-level organisational hierarchies to support
the operational and reporting needs of the
enterprise. Information from the Risk Registers
can be aggregated at any level in the hierarchy,
and can take into account percentage weightings
to, for example, reflect the size or importance of
a business unit.

Tasks and Alerts
The solution automatically creates Tasks and
Alerts to notify users of activities that need
reporting or where key risk thresholds have been
exceeded. Tasks can also be linked together to
create workflows in support of risk sign-off and
escalation requirements.

Dashboards and Reports
A suite of out-of-the-box charts and tabular
reports accompany the ability for Users to
configure their own dashboards and reports to,
for example, provide a departmental view of Risk
or a summary of Risk across the enterprise.
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