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DATASHEET

Organizations will need to take the following steps:

1. Establish the impact of the GDPR in the context of existing 
business operations, determining the current compliance 
position and areas of greatest risk. From there, credible action 
plans should be set up and implemented to achieve and 
demonstrate compliance;

2. Understand the GDPR defi nition of personal data and identify 
where personal data exists within the organization, and prove it 
has been collected and processed with explicit consent;

3. Document the processing requirements and manage transfers 
to third parties that will be processing the data;

4. Update existing process, and implement new ones, to meet 
the control requirements of the GDPR. This includes, Subject 
Requests from individuals and Data Protection Impact 
Assessments (DPIAs) for implementing new data processes; 

5. Manage and operate the GDPR controls eff ectively, including 
the ability to evidence that controls are functioning as desired 
and corrective action is taking place where they are not.

The Need

Are you prepared for the European Union General Data Protection Regulation (GDPR)? It takes eff ect May 25 2018, 
and non-compliance can result in fi nes of up to €20 million or 4% of your organizations’ global annual revenue.

The GDPR applies to any organization that stores, processes or transfers the personal data of residents 
within the European Union. The GDPR applies in full, irrespective of the organization’s location or its business 

operations within or outside the EU borders, or simply transferring EU residents’ data between non-EU countries.
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The Challenge

The GDPR requires organizations to securely and lawfully store, process and transfer the data of residents 

within the European Union.

The Solution – SureCloud GDPR Suite

SureCloud GDPR Suite simplifies and automates critical steps 
towards obtaining and maintaining GDPR compliance. The Suite 
includes featured applications: 

✔ GDPR Program Tracker

✔ Information Asset Manager 

✔ GDPR Controls 

✔ Risk Manager for GDPR 

✔ Compliance Manager for GDPR

✔ Incident Manager for GDPR 

GDPR Program Tracker 
SureCloud’s GDPR Program Tracker starts the organization’s 
compliance journey, mapping data through an intelligent risk based 
set of questions, to clarify and prioritize implementation activities 
as their GDPR program evolves. The tracker supports organization-
wide gap analysis per location or business unit as required, with 
aggregation of current compliance status across projects. 

Information Asset Manager  
SureCloud’s Information Asset Manager records and maintains your 
data inventory, cataloging the types of data held in each type of 
document, along with their respective levels of data sensitivity and 
internal data classification. The manager identifies the data subjects, 
volumes held and retention periods of these assets, and the groups 
of users that have access to their contents. Establishing supporting 
applications and infrastructure helps the organization in completing 
the data mapping. 

This application is also part of the SureCloud ISO 27001 package, 
which supports the organization’s Information Security Management 
System in addition to GDPR.

Risk Manager for GDPR 
Avoid the GDPR pitfall of assessing risk against oneself with 
SureCloud’s Risk Manager. It allows organizations to focus on risks 
to the rights and freedoms of individuals, such as employees and 
customers. 

Organizations should refer to privacy issues as identified from 
multiple Data Protection Authorities (DPA) and the European 
Commission (EC) and build on these by providing organizationally 
specific context. One should identify the sources of threat and the 
individuals involved whilst referring to the rights and freedoms from 
both the GDPR and the European Convention on Human Rights 
(ECHR).

GDPR Controls  
SureCloud’s GDPR Controls application provides the key business-
as-usual processes that become mandatory under the GDPR. These 
processes include:

✔ Internal and third-party Data Transfers, tracking data flows 
geographically and by legal jurisdiction

✔ Logging and maintaining records of Processing Records, 
defining their purpose and permissibility

✔ Facilitation of Data Protection Impact Assessments (DPIA); 
screening questions determine the need to address roles & 
responsibilities, principles, privacy risks and consultation with 
data subjects / Supervisory Authorities.

✔ Collecting and managing Subject Requests within the one-
month allotted timeframe; not just for access, but for all 
GDPR rights such as erasure, data portability and restricted 
processing.

Compliance Manager for GDPR  
Achieving compliance with the GDPR is only half the challenge. This 
application addresses the ongoing compliance requirements, by 
providing a streamlined process for managing and reporting on 
GDPR controls.

Alongside SureCloud’s Risk Manager application, operational 
controls’ status and maturity can be used on a risk-by-risk basis to 
directly reduce inherent risks to residual and desired target risks.

Incident Manager for GDPR  
To meet the GDPR requirement to log, track and notify of data 
breaches (privacy or otherwise), use SureCloud’s Incident Manager. 
It tracks the nature of the incident, the categories, the approximate 
number of data subjects and the personal data records concerned. 
It also tracks the planned investigation and mitigation work to be 
completed.

Our built-in Data Breach Notification report (modelled on the ICO’s 
requirements) is automatically generated and populated from 
the incident log, facilitating the notification of breaches to the 
appropriate Data Protection Authorities.

What Happens if We Fail to Comply?

Organizations must comply. Not doing so will result in hefty fines and increased costs, reputational damage and additional supporting 
resources. A lack of risk transparency can result in an overly risk-averse culture, leading to a drop in EU business opportunities and new 
revenue streams.
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