
Third Party Risk Manager

It is widely believed that as much as two thirds of data breaches originate 

from third party suppliers. This threat, combined with an increasing 

spotlight on third party risk by regulatory bodies means there has 

never been a greater need for organisations to operate a third party risk 

management program. On the surface such a program may seem like a 

simple case of sending out a number of self-assessment questionnaires, 

then reviewing and scoring the responses. However, in reality there are 

many pitfalls that need to be avoided in order to guarantee a successful 

program.
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Challenge

Whether you are an organisation looking to 

implement a Third Party Risk Management 

program or you already have one in place, 

without adopting a solution to automate the 

process there are a number of challenges you 

can expect to face. These specific challenges 

include:

Manual Processes

The workload of already stretched compliance 

teams increases in proportion to the number 

of third parties they need to manage, as they 

need to distribute, track and report on an 

increasing number of spreadsheet-based 

questionnaires. This leads to skilled staff 

spending a large amount of time chasing 

responses rather than using their risk expertise.

Risk Analysis

Collation of responses received in all of the 

spreadsheets is extremely time consuming 

and performing any kind of aggregation, for 

example by third party type or across the entire 

program, is difficult without automation.

Report Creation

In addition to the challenge of analysing the 

data, creating summary and detailed reports 

to meet the needs of both operations and 

management can result in the data being out 

of date before the final report has even been 

produced.

Follow-up Action Management

Assessments are just the starting point. 

Ensuring third parties execute corrective 

action requires additional time and effort. 

Tracking this aspect with potentially hundreds 

of tasks through an email system, becomes 

unmanageable very quickly.

“[SureCloud] 
enabled us to 

use our existing 
spreadsheets 

to form the 
basis of the 

new automated 
questionnaires, 
and to enhance 

our existing 
processes.”

Chris McAteer, Director of 

Compliance and Operational Risk 

at Shop Direct Group
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Solution

SureCloud’s Third Party Risk Manager 

application automates the third party risk 

management process without the need for 

major business change. It provides an easy to 

use implementation and will be up and running 

in a matter of weeks. It will also address all 

of the program challenges by providing the 

following key features and benefits:

Automated Processes

Program management features combined 

with a consistent automated process deliver 

massive efficiency gains. The ability to create 

self-assessment questionnaires from pre-defined 

question templates and make them instantly 

available to third parties means you do not need 

to rely on email. Furthermore you will be able 

to track upcoming, in progress, completed and 

overdue assessments in real-time, ensuring 

experienced staff avoid wasting time telephoning 

third parties, and that you are always in control of 

your third party risk.

Real-Time Risk Analysis

In-built user defined risk metrics are calculated 

as responses are keyed into the assessment. 

Charts and tabular reports update in real time to 

reflect the current status. Automated aggregation 

across the entire program or any user defined 

groupings can also be viewed out-of-the-box.

Flexible Reporting

Choose from a selection of preconfigured best 

practice charts and tables to download for 

inclusion in your reports, or create new reports in 

MS Word or Excel using the Microsoft Office add-

ins. Dashboards allow a single view of your third 

party program either to monitor risk or assess 

program effectiveness.

Embedded Follow-up Action 
Management

Automated task allocation is embedded within 

each assessment. Third parties can login, 

complete the required activity and upload any 

required evidence. The real-time analytics 

capability allows for reporting of tasks by type 

and status, with reminders sent to the assignee 

for overdue activities.

DATASHEET

“The quality 
of information 

[SureCloud]
delivers enables 

us to make 
better informed 

decisions about 
relationships 

with our 
partners.”

Chris McAteer, Director of 

Compliance and Operational Risk 

at Shop Direct Group

 “with a few clicks, 
we can produce 
reports such as 

our Ten most high 
risk suppliers.”

Chris McAteer, Director of 

Compliance and Operational Risk 

at Shop Direct Group


